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Why fine-grained identifiers?

* |solating vulnerable software

Vulnerable source ©debian

packages in the stable
suite

v high v medium v low @unimportant v not yet assigned @ end-of-life @ hide remote scope @ hide local scope

@ hide unclear scope @ include issues to be checked (shown in purple) @ include issues tagged <no-dsa>

Package Bug Urgency Remote
389-ds-base CVE-2015-1854 not yet assigned ?
CVE-2015-3230 high™ yes
asterisk CVE-2015-3008 medium™ yes
botan1.10 CVE-2015-5726 not yet assigned ?
CVE-2015-5727 not yet assigned ?
CVE-2015-7827 not yet assigned ?
CVE-2016-2194 not yet assigned ?
CVE-2016-2195 not yet assigned ?
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* |solating vulnerable software

$ openssl shal /usr/sbin/httpd
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Implementation

* Linux on-board tools: iptables, custom routing, tunnel
devices

* P4: Matching on token
* Prototype
* P4 behavioral model
* tag based on uid

e forward or drop



Implementation
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* No performance penalty for packets < 200 Bytes



Future Work and Conclusion



Future Work and Conclusion

 Network Management can greatly benefit from fine-
grained process-level information



Future Work and Conclusion

 Network Management can greatly benefit from fine-
grained process-level information

e System Architecture and Prototype enabling packet
processing based on such information



Future Work and Conclusion

 Network Management can greatly benefit from fine-
grained process-level information

e System Architecture and Prototype enabling packet
processing based on such information

e Future work: expansion beyond current examples, more
complex policies



Source Code

GitHub

https://githubb.com/nsr-colorado/prpl
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Future Work

Study feasibility of more complex policy scenarios
Granularity of Tokens

Controller - Agent Interface

Proactive vs. reactive configuration

Trust In tagging process
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rogrammable Hardware

* new custom ASICs can achieve such flexibility at
terabit speeds

* some switches are more programmable than others:
 FPGA (Xilinx, Altera, Corsa)
 NPU (Ezchip, Netronome)

 CPU(OVS, ...)
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P4 program configures
forwarding behavior (abstract
forwarding model)

e express serial dependencies
(e.g. ARP/L3 Routing)

P4 compiler translates into a
target-specitic representation

* OF can still be used to install
and query rules once
forwarding model is defined
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Architecture
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24 Parsing

Incoming Packet Parsing FSM Routing Table
10.0.1/24 1
T~ — TCP ubP 10.0.2/24 >
v
IP Policy Table
Policy Token 0xd3...42 drop
Ethernet Oxa4...29 reroute

Oxab...76 continue




P4 Implementation

header_type prpl_t { table prpl {

fields { reads {
token : 8;

) }
ks

actions { _nop; _drop; forward; }
header prpl_t prpl; size : 128;

¥

prpl.token : exact;

parser start {
return parse_ethernet; table_set_default prpl _nop

¥ table_add prpl _nop  ©x00000001
parser parse_ethernet { table_add prpl _drop 0x00000002

hernet);
oot ); table_add prpl forward 0x00000001
return parse_prpl;

3

parser parse_prpl {
extract(prpl);
return ingress;

h
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