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• open protocol that gives 
applications control over 
a switches data plane 

• designed around a set of 
header match fields and 
forwarding actions

OpenFlow in one slide
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class Forwarder < Controller
  def packet_in dpid, message
    flow_mod(message.match, PORT_5)
    packet_out(message, PORT_5)
  end
end

match={dst.ip==128.138.5.233}, 
action={output: 5}

stats={{flowid=1, packet_#=123}}

packet_in={port=2, msg=...}

Port 2 Port 5

OF Protocol



• TCAM Model 

• OF Wire Protocol 1.4 (Oct 
2013): 41 match header fields 

• Most H/W switches only 
support limited match/action 
set (Ethernet, IP, (TCP, 
MPLS)) due to ASIC 
limitations

OpenFlow Match/Action
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enum oxm_ofb_match_fields { 
  OFPXMT_OFB_IN_PORT, 
  OFPXMT_OFB_IN_PHY_PORT, 
  OFPXMT_OFB_METADATA, 
  OFPXMT_OFB_ETH_DST , 
  OFPXMT_OFB_ETH_SRC , 
  OFPXMT_OFB_ETH_TYPE , 
  OFPXMT_OFB_VLAN_VID , 
  OFPXMT_OFB_VLAN_PCP , 
  OFPXMT_OFB_IP_DSCP , 
  OFPXMT_OFB_IP_ECN , 
  OFPXMT_OFB_IP_PROTO , 
  OFPXMT_OFB_IPV4_SRC , 
  OFPXMT_OFB_IPV4_DST , 
  OFPXMT_OFB_TCP_SRC , 
  OFPXMT_OFB_TCP_DST , 
  OFPXMT_OFB_UDP_SRC , 
  OFPXMT_OFB_UDP_DST , 
  OFPXMT_OFB_SCTP_SRC , 
  OFPXMT_OFB_SCTP_DST , 
  OFPXMT_OFB_ICMPV4_TYPE , 
  OFPXMT_OFB_ICMPV4_CODE , 
  OFPXMT_OFB_ARP_OP , 
  OFPXMT_OFB_ARP_SPA , 
  OFPXMT_OFB_ARP_TPA , 
  OFPXMT_OFB_ARP_SHA , 
  OFPXMT_OFB_ARP_THA , 
  OFPXMT_OFB_IPV6_SRC , 
  OFPXMT_OFB_IPV6_DST , 
  OFPXMT_OFB_IPV6_FLABEL , 
  OFPXMT_OFB_ICMPV6_TYPE , 
  OFPXMT_OFB_ICMPV6_CODE , 
  OFPXMT_OFB_IPV6_ND_TARGET, 
  OFPXMT_OFB_IPV6_ND_SLL, 
  OFPXMT_OFB_IPV6_ND_TLL, 
  OFPXMT_OFB_MPLS_LABEL, 
  OFPXMT_OFB_MPLS_TC, 
  OFPXMT_OFP_MPLS_BOS, 
  OFPXMT_OFB_PBB_ISID, 
  OFPXMT_OFB_TUNNEL_ID, 
  OFPXMT_OFB_IPV6_EXTHDR, 
  OFPXMT_OFB_PBB_UCA 
};

enum ofp_action_type { 
  OFPAT_OUTPUT, 
  OFPAT_COPY_TTL_OUT, 
  OFPAT_COPY_TTL_IN, 
  OFPAT_SET_MPLS_TTL, 
  OFPAT_DEC_MPLS_TTL, 
  OFPAT_PUSH_VLAN, 
  OFPAT_POP_VLAN, 
  OFPAT_PUSH_MPLS, 
  OFPAT_POP_MPLS, 
  OFPAT_SET_QUEUE, 
  OFPAT_GROUP, 
  OFPAT_SET_NW_TTL, 
  OFPAT_DEC_NW_TTL, 
  OFPAT_SET_FIELD, 
  OFPAT_PUSH_PBB, 
  OFPAT_POP_PBB, 
  OFPAT_EXPERIMENTER 
};

[Open Networking Foundation.  
Open Flow Switch Specification 1.4.0]



• forwarding abstraction balancing… 

1. general match/action (TCAM model) 

2. fixed-function switch ASICs (often only 12 fixed fields) 

• Why? 

• long development cycles and major cost require very 
clear long-time guidelines

Open Flow is a balancing act
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[SIGCOMM CCR 38/2]ARP ICMP  UDP  SCTP RSVP 
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• limited to existing headers/
header fields 

• no support for custom 
(encapsulating) protocols 

• NVGRE, VXLAN, STT

Enabling Innovation?
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OpenFlow Original Paper 
[SIGCOMM CCR 38/2]ARP ICMP  UDP  SCTP RSVP 

IP ECN IGMP L2TP PPP DNS 
Ethernet  BGP  DHCP  HTTP 
SNMP  IPsec TLS NNTP POP



• implement flexible mechanisms for parsing packets and 
matching (arbitrary) headers fields through common 
interface 

• instead of repeatedly extending OF standard

Idea
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1.Reconfigurability 

2.Protocol-independence 

3.Target Independence

P4 Goals

9



• Yes, but… 

• new custom ASICs can achieve such flexibility at 
terabit speeds [Kangaroo INFOCOM ’10, SDN Chip SIGCOMM ’13, 
Intel FM6000 switch silicon] 

• some switches are more programmable than others: 

• FPGA (Xilinx, Altera, Corsa) 

• NPU (Ezchip, Netronome) 

• CPU (OVS, …)

But switches still have ASICs?
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• P4 program configures 
forwarding behavior (abstract 
forwarding model) 

• express serial dependencies 
(e.g. ARP/L3 Routing) 

• P4 compiler translates into a 
target-specific representation 

• OF can still be used to install 
and query rules once 
forwarding model is defined

P4 Language
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P4 Parsing
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header vlan { 
fields { 
pcp : 3; 
cfi : 1; 
vid : 12; 
ethertype : 16;

} 
}

parser start { 
ethernet;

}

parser ethernet { 
switch(ethertype) { 
case 0x8100: vlan; 
case 0x9100: vlan; 
case 0x800: ipv4;

} 
}



P4 Actions
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action add_mTag(up1, up2, down1, down2, egr_spec) { 
add_header(mTag);
copy_field(mTag.ethertype, vlan.ethertype);
set_field(vlan.ethertype, 0xaaaa); 
set_field(mTag.up1, up1); 
set_field(mTag.up2, up2); 
set_field(mTag.down1, down1); 
set_field(mTag.down2, down2);

}



P4 Match/Action
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table mTag_table { 
reads {
ethernet.dst_addr : exact; vlan.vid : exact;

}
actions {
add_mTag;

} 
}



Demo Environment

16

Mininet
P4 Software Switch

h1

10.0.0.10
00:04:00:00:00:00

h2

10.0.1.10
00:04:00:00:00:01

10.0.0.1
00:aa:bb:00:00:00

10.0.1.1
00:aa:bb:00:00:01



Demo Environment

16

Mininet
P4 Software Switch

h1

10.0.0.10
00:04:00:00:00:00

h2

10.0.1.10
00:04:00:00:00:01

10.0.0.1
00:aa:bb:00:00:00

10.0.1.1
00:aa:bb:00:00:01

Apache Thrift
Thrift Table Access API

RPC



Demo Environment

16

Mininet
P4 Software Switch

h1

10.0.0.10
00:04:00:00:00:00

h2

10.0.1.10
00:04:00:00:00:01

10.0.0.1
00:aa:bb:00:00:00

10.0.1.1
00:aa:bb:00:00:01

Apache Thrift
Thrift Table Access API

RPC

add_route 10.0.0.10/32 10.0.0.10 1

add_arp 10.0.1.10 00:04:00:00:01



Demo Environment

16

Mininet
P4 Software Switch

h1

10.0.0.10
00:04:00:00:00:00

h2

10.0.1.10
00:04:00:00:00:01

10.0.0.1
00:aa:bb:00:00:00

10.0.1.1
00:aa:bb:00:00:01

Apache Thrift
Thrift Table Access API

RPC

add_route 10.0.0.10/32 10.0.0.10 1

add_arp 10.0.1.10 00:04:00:00:01



Multiple Tables

17

IPv4 dst next hop IPv4, phy port

ipv4_match



Multiple Tables

17

IPv4 dst next hop IPv4, phy port

ipv4_match

next hop IPv4 eth dst addr

forward



Multiple Tables

17

IPv4 dst next hop IPv4, phy port

ipv4_match

next hop IPv4 eth dst addr

forward

phy port eth src addr

send_frame



Multiple Tables

17

10.0.0.10/32 10.0.0.10 1
10.0.1.10/32 10.0.1.10 2

IPv4 dst next hop IPv4, phy port

ipv4_match

next hop IPv4 eth dst addr

forward

phy port eth src addr

send_frame



Multiple Tables

17

10.0.0.10/32 10.0.0.10 1
10.0.1.10/32 10.0.1.10 2

10.0.0.10 00:04:00:00:00:00
10.0.1.10 00:04:00:00:00:01

IPv4 dst next hop IPv4, phy port

ipv4_match

next hop IPv4 eth dst addr

forward

phy port eth src addr

send_frame



Multiple Tables

17

10.0.0.10/32 10.0.0.10 1
10.0.1.10/32 10.0.1.10 2

1 00:aa:bb:00:00:00
2 00:aa:bb:00:00:01

10.0.0.10 00:04:00:00:00:00
10.0.1.10 00:04:00:00:00:01

IPv4 dst next hop IPv4, phy port

ipv4_match

next hop IPv4 eth dst addr

forward

phy port eth src addr

send_frame



Parser

18

parser start {
    return parse_ethernet;
}



Parser

18

parser start {
    return parse_ethernet;
}

parser parse_ethernet {
    extract(ethernet);
    return select(latest.etherType) {
        ETHERTYPE_IPV4 : parse_ipv4;
        default: ingress;
    }
}



Parser

18

parser start {
    return parse_ethernet;
}

parser parse_ethernet {
    extract(ethernet);
    return select(latest.etherType) {
        ETHERTYPE_IPV4 : parse_ipv4;
        default: ingress;
    }
}

parser parse_ipv4 {
    extract(ipv4);
    return ingress;
}
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table ipv4_match {
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    actions {
        set_nhop;
        _drop;
    }
    size: 1024;
}
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table ipv4_match {
    reads {
        ipv4.dstAddr : lpm;
    }
    actions {
        set_nhop;
        _drop;
    }
    size: 1024;
}

table forward {
    reads {
        routing_metadata.nhop_ipv4 : exact;
    }
    actions {
        set_dmac;
        _drop;
    }
    size: 512;
}

table send_frame {
    reads {
        standard_metadata.egress_port: exact;
    }
    actions {
        rewrite_mac;
        _drop;
    }
    size: 256;
}

control ingress {
    apply(ipv4_match);
    apply(forward);
}

control egress {
    apply(send_frame);
}



Actions
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action set_nhop(nhop_ipv4, port) {
    modify_field(routing_metadata.nhop_ipv4, nhop_ipv4);
    modify_field(standard_metadata.egress_spec, port);
    add_to_field(ipv4.ttl, -1);
}
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action set_nhop(nhop_ipv4, port) {
    modify_field(routing_metadata.nhop_ipv4, nhop_ipv4);
    modify_field(standard_metadata.egress_spec, port);
    add_to_field(ipv4.ttl, -1);
}

python ../../cli/pd_cli.py 
-p simple_router 
-i p4_pd_rpc.simple_router 
-s $PWD/of-tests/pd_thrift:$PWD/../../submodules/oft-infra 
-m "add_entry ipv4_match 10.0.1.10 32 set_nhop 10.0.1.10 2" 
-c localhost:22222
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OpenFlow

OpenFlow
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DISCUSSION/Q&A
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BACKUP SLIDES



• Control Plane 

• set up state in routers 

• determines how and where packets are forwarded 

• Data Plane 

• actual processing and delivery of packets based on 
state established by control plane

Control Plane/Data Plane Recap
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SDNChip [SIGCOMM 2013]
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SDNChip [SIGCOMM 2013]
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