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Network monitoring Is important

= Security iISsues

= Performance issues Switch

+

= Equipment failure Telemetry

= Misconfiguration



Challenging environment

= more traffic
» Mmore threats

= encrypted traffic

Total Ransomware Samples Fraction of encrypted HTTP traffic in Google Chrome
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EXISting systems make compromises

loss of information
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Programmable Forwarding Engines

= Programmable Forwarding Engines
= Marple [SIGCOMM 2017]
= *flow [ATC 2018]

High-Performance Network ’ o
Telemetry '

~ 131 M packet records/s
*flow technology



The ideal network analytics system

/s it possible to perform packet-level analytics on cloud-scale
infrastructures without compromises?

= per-packet records
= X86 / general purpose programming language

= ~5M pps per core



L everaging parallel architectures
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L everaging parallel architectures

iInput stage

rocessin




Characteristics of packet record workloads

Can we use properties of packet analytics
workloads to our advantage?

= Network attached input
= Partitionability/aggregation

= High rates, small, well-formed records



Network attached input
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Many small records

= Array vs. linked list
= L ock-free design
= Wait-free design

= /ero-copy operations

throughput [M records/s]
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Programming Abstraction

source sink

‘ port |~ @\/v port

ring buffer

int main(int argc, char** argv)

{
jetstream: :app app;

auto source = app.add_stage<source>(1l, “enp6sdfd”);

auto sink = app.add_stage<sink>(1l, std::cout);
app . connect<jetstream: :pkt_t>( , )

app();
return 0;
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Performance
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Performance

~88 Gb/s — 91M p/s
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jetstream
32 cores

~352 Gb/s

N

= Facebook web cluster: ~ 91M egress pps
= ~32 cores for basic packet-level insight

= 1/6 web servers — 1 analytics server: ~0.5%
of cluster capacity
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[Arjun Roy, Hongyi Zeng, Jasmeet Bagga, George Porter, and Alex C. Snoeren. 2015.
Inside the Social Network's (Datacenter) Network. SIGCOMM Comput. Commun. Rev.
45, 4 (August 2015), 123-137],
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Conclusion / Discussion

[s it possible to perform packet-level analytics on cloud-scale
Infrastructures without compromises?

high-performance, software
network analytics platform

jetstream -
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Q&A / DISCUSSION

Oliver Michel

oliver.michel@colorado.edu
http://nsr.colorado.edu/oliver

@ University of Colorado Boulder




The right approach for network

monitoring and analytics?

What data do we need for monitoring/debugging?

<
<

flow-level

hardware
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encrypted traffic programmable forwarding engines complex applications
behavioral analysis packet level record generation software processing
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BACKUP SLIDES




- Network Latency Monitoring
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Programming abstraction

Processor definition

class source : public jetstream::
[...]
s

explicit source(const std::string& iface_name_) : proc() {
add_out_port<jetstream: : >(0)

[...]
¥

jetstream: :signal operator()() override {
out_port<pkt_t>(0)->enqueue(read_from_nic(_pkt),
jetstream: :signal::
return jetstream::signal:: X
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Jetstream architecture

NUMA awareness

pipeline 1= CPU socket 1

Backend

(e.g., time
series DB)

pipeline 2— CPU socket 2
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Stream Processing
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Reducing copy operations

Packet Buffer

," Pointer

\
v Passing -

O \éé/ O \éé/ O

queue<pkt*> queue<pkt*>
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Reducing copy operations

1 packet p;

2 .1p_proto =
3 .enqueue(p);

pointer directlé/

ointer

INtO quUeUe passing

(=

queue<pkt>

1 auto p = g.enqueue();

2 p->1p_proto =
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Technologies

rogrammable switches and
Architecture

PISA: Protocol Independent Switch

* Reconfigurable match-action tables in hardware
 multiple stages with TCAM/ALU pair, fixed processing time,

guarantees line rate

Logical Data-plane View
(your P4 program)

Switch Pipeline

Programmable
Parser
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ABSTRACT

In Scftware Defined Networking (SDON] the control place
Is physically separate froem the forwarding plaze. Centrol
software programs the forwarding plaoe (o g., switches nod
routers) uging ao open intecfuce, such as OpecFlow. This
paper aims to overcanis two limitations o current switch-
ing chips and the OpenFlow protocol: i) currecs hardwure
switchm ure quite rigd iog *Match-Action” procsssing
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1. INTRODUCTION

T improve is do change: 1o be perfact i3 to change
often. Churchill

Good abatructions—s=uck == virtusl momery and time-
sharlzg—are paramount ln computer syswems because they
sllow sywstems w0 de! with choange snd allow simplicity of
programming at t t higher layer, Nezworklng hos pro-
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P4: Programming Protocol-Independent
Packet Processors
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ABSTRACT

P4 2 a high level lnnguage for programming protocol inde
pendeat packet procesves. P4 wurks in cunjunction with
SDN vontrol protocols like OpenFlow. In it curment fomm,
OpenFlow explicitly speciBes protocul headers om which it
Oopctates. lhus sef has grown froos 12 to 41 helds Lo & lew
yORIS, WCrcasion the compldeity of the speclicatson while
still not oeovidins the Hexibility to add sew headess. In this

multiple stages Of rube tables, to allow switches Lo expose
maey af their capahilities ta the santenlles

The pealiferation of new honder Belds shaws no Siges of
wapping. For example dris-ernters network apesatoss in-
ervsdingly want 1o apply sew fnems of pacdert encapsain.
tion (eg. NVGRE, VXLAN, and STT), for which they re
a0t o deploying software switches that are easior to extend
with new functiceality. Rather than repeatodly extending
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