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Continuous monitoring is an essential part of the operation of computer networks. High-
fidelity monitoring data can be used to detect security issues, misconfigurations, equipment failure,
or to perform traffic engineering. With networks growing in complexity, traffic volume, and facing
more complex attacks, the need for continuous and precise monitoring is greater than ever before.
Existing SNMP or NetFlow based approaches are not suited for these new challenges as they com-
promise on flexibility, fidelity, and performance. These compromises are a result of the assumption
that analytics software cannot scale to high traffic rates.

In this work, we look holistically at the requirements and challenges in network monitoring
and present an architecture consisting of integrated telemetry, analytics, and record persistence
components. By finding the right balance between responsibilities of hardware and software, we
demonstrate that flexible and high-fidelity network analytics at high rates is indeed possible.

Our system includes a packet-level, analytics-aware telemetry component in the data plane
that runs at line-rates of several Terabits per second and tightly integrates with a flexible software
network analytics platform. Operators can interact with this system through a time series database
interface that also provides record persistence. We implement a full prototype of our system called
Jetstream which can process approximately 80 million packets per 16-core commodity server for a

wide variety of monitoring applications and scales linearly with server count.
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Chapter 1

Introduction

Today’s networks are larger and more complex than ever before [65]; they carry more traffic, run
more advanced applications [70, 50, 97, 149] and are continuing to grow [55]. In particular, wide-
area, enterprise, and datacenter networks commonly operate at traffic rates of hundreds of millions
of packets per second per switch [193]. This makes continuous network monitoring essential to the
operation of cloud-scale networks. Network monitoring enables operators to detect security issues,
misconfigurations, equipment failure and to perform traffic engineering [162, 154, 21, 36, 80, 103].
Network Monitoring

Network monitoring and analytics describe the process of extracting information from network
devices in the form of statistics or traffic records and transforming this data into usable information
(see figure 1.1). Usable information refers to alerts, summarizing statistics, or other metrics that can
be directly used to make network management decisions either by the operator or autonomously.
In practice, either polling-based approaches or passive monitoring are used to gather data from
the network. Polling entails querying network devices continuously for specific metrics. A widely
used protocol enabling this functionality is the Simple Network Management Protocol (SNMP).
The primary alternative is to export information about the traffic that traverses the network in the
form of mirrored packets, packet records, or flow records to an analysis system that then calculates
metrics of interest. This approach, which we focus on in this thesis, is commonly referred to as
passive monitoring or streaming telemetry. To mine useful information from network data (i.e.,

performing analytics), big data processing technologies, such as streaming analytics, are commonly
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Figure 1.1: Overview of a Telemetry-Based Network Monitoring and Analytics System

used.

While the overall objective of network monitoring and analytics, that is gathering useful
information from network traffic data or device statistics, seems straight forward, deploying such
functionality at the scale and complexity of modern computer networks is extremely challenging
and is an area of ongoing research [154]. Previous work has aimed at providing solutions for a
variety of sub-problems including telemetry [155, 193], query abstractions [122, 79], or hardware
offload for analytics [185, 107].

Existing Solutions make Compromises

In this thesis, we take a step back and have a holistic view at the field of network monitoring.
Network monitoring platforms that support a wide range of applications are complex systems that
must balance competing requirements. Existing systems generally compromise along three axes:
flexibility, fidelity, and performance.

Flexibility describes how adaptable a network monitoring and analytics platform is to evolving
user requirements. Many existing solutions offload analytics tasks to programmable hardware
[122, 185, 107]. Programmable switches are rigid, resource-constrained devices that can only carry
out basic operations (i.e., no loops, no floating point arithmetic, or divisions) and also prohibit the
deployment of multiple parallel applications due to limited RAM and ALU resources [38, 39, 151].
This hinders practical deployment requirements and the capability of applications.

Fidelity refers to the detail of data provided by the telemetry system. Filtering, aggregation,
and sampling have been the de-facto standards for decades [83, 154]. These approaches, of course,

compromise on data fidelity. Early filtering and sampling must be carried out extremely carefully



as the risk of missing crucial packets or introducing sampling bias is high. Early aggregation has
the result of only having access to byte totals, overall packet counts, and flow durations, and again,
limits the set of possible applications [56]. A growing set of monitoring applications today requires
per-packet information, such as individual time stamps, to apply complex machine learning models
for traffic classification or intrusion detection [108, 126, 118].

Performance and scalability describe how much network traffic a monitoring system can sus-
tain as a function of the deployed resources, and whether the system can easily scale to absorb
more traffic or run computationally more expensive applications. Existing analytics solutions (of-
ten based on the stream processing paradigm) provide high flexibility and programmability, but
compromise on performance. They commonly report processing rates of only one to two million
events per second per core [79, 187, 10, 193]. This is in contrast to traffic rates of several hundreds
of millions of packets per second per switch in wide-area or data center networks. Even with linear
scalability, racks full of servers for monitoring and analytics alone would be required.

Evolving Requirements

To get an insight into why these compromises are made, we start with our vision of an ideal
network monitoring and analytics system: Each switch in the network streams a record for every
single packet that it sees to a cluster of servers running different analytics tasks in software. This
architecture would allow for virtually unlimited monitoring applications and queries as the analytics
applications can be written in general purpose languages and run on general purpose CPUs.

Unfortunately, the current physical reality is more complex than that. There is a mismatch
between the number of packets that can be streamed from the network and the amount of packets
that can be efficiently analyzed using ( “off-the-shelf”) streaming analytics software [79, 122]. This
is the main cause for compromises. Existing systems use strategies to reduce the load of the network
analytics platform (e.g., by hardware offload or sampling) hurting flexibility and capability, or, al-
ternatively, provide high flexibility through programmable software analytics and then compromise
on performance.

A holistic Approach to Network Telemetry & Analytics



In this thesis, we show that these compromises are not inevitable and that network monitoring
and analytics can be performed at high flexibility, with high fidelity, and at cloud-scale rates. We
make the argument that compromises of previous work are merely a result of how researchers
have approached the problem. This is based on two insights: First, software is not inherently
incapable of providing fast packet-level analytics and scalability. Low processing rates are rather a
result of design. Existing stream processing systems are general-purpose systems to be used across
many industries and workload types. Packet-level network analytics represents a very special case
and allows for many optimizations. Second, the majority of existing work treats network telemetry
(i.e., exporting information from network devices) and network analytics (i.e. the process of mining
meaningful information from the exported data) as two separate problem spaces.

As a result, telemetry and analytics have been kept entirely separate, or on the other extreme,
weaved into a single component. In this thesis we show that by looking at both subproblems
holistically and carefully integrating the different monitoring components, we can provide high
performance without compromising on applications, operational flexibility, or data fidelity.

This approach led to the following contributions of this thesis:

(1) We propose a novel in-network data structure that can generate feature-rich grouped packet

records at line rates of several Terabits per second.

(2) We increase processing parallelism by offloading load balancing of packet records to the
network and letting switches and network interface cards steer packet records to individual

processing pipelines in software.

(3) We increase processing performance of these pipelines through domain-specific optimiza-

tions to rates of up to 30 million packets per second per core.

(4) We motivate the need for network record persistence and show how retrospective network

queries can help investigating a variety of network performance and security issues.

Introducing Toccoa
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Figure 1.2: Toccoa Network Telemetry & Analytics Components

We built a comprehensive network monitoring and analytics system encompassing these contri-

butions, called Toccoal

. Toccoa is a novel, carefully re-architected system for high-performance
network telemetry and analytics. Toccoa’s overall architecture is depicted in figure 1.2 and consists

of three components:

(1) *Flow, an analytics-aware telemetry system that leverages a specialized in-network data
structure to generate grouped packet-level records that greatly improve analytics perfor-

mance.

(2) Jetstream, a high-performance network analytics platform that tightly integrates with
*Flow and leverages parallelism in modern multi-core CPU architectures to achieve high-

throughput for long-running queries and monitoring applications.

(3) PIQ, a network record persistence system that allows for detailed, retrospective queries on

network records.

Toccoa’s modular design also allows for different telemetry systems or data sources or a
variety of backends besides PIQ. To demonstrate this, we implemented a backend for short-term
aggregation, queries, and visualization using the Prometheus [11] time-series database and the

Grafana [7] visualization framework.

! Named after the Toccoa river, known for its fast water flow and whitewater rapids, to contrast with the slow
moving nature of a stream. [19]



In the remainder of this thesis, we first provide background and elaborate on the changing
network monitoring landscape by discussing new challenges, as well as new opportunities, and
motivate the decisions we have made in the design of Toccoa (chapter 2). Chapters 3, 4, and 5
in depth describe Toccoa’s three main components and evaluate each of them. Chapter 6 gives

direction for future research and concludes this work.



Chapter 2

Network Monitoring and Analytics

2.1 Background

The need for network monitoring is as old as the operation of computer networks itself. Even in
the early days of networks, the systems were complex, heterogenous infrastructures with countless
possibilities for misconfiguration or equipment failure [81]. In this chapter, we give an overview of

the field of network monitoring in the broader context of network management.

2.1.1 Network Management

Network management describes the overall operation of a computer network. Network monitoring
is an essential part of the operation of computer networks as it provides insight into the current
state of the network. These insights often contain indications for the need for adjustments, such as
provisioning more resources or changing configurations.

Network Management is often characterized by a control loop consisting of three distinct

phases that are repeated throughout the network’s lifecycle [102]:

e In the Design Phase, operators map desired behavior, and new or changed requirements to

configuration changes.

e In the Deployment Phase, configuration changes are safely delivered and rolled back in case

they are not satisfactory.
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Figure 2.1: Network Management and Operation Lifecycle

e In the Monitoring Phase, the network’s behavior is continuously measured, usage patterns

are being identified, and previously rolled out changes are verified.

In this model, the output of each phase serves as the input for the next phase. We can see
that network monitoring plays an essential role for two reasons. First, network monitoring data can
be used to verify that the previous set of changes to the network were correct and are working as
intended. Second, network monitoring aids the operator in understanding the current behavior of
the network. In particular, network monitoring data can be used to anticipate future requirements.
These requirements may include the need for better support for a type of traffic that is growing, or
the provisioning of additional equipment in a part of the network where the utilization is rapidly
increasing [77, 102, 165, 184].

In the context of network automation and intent-driven networking, this lifecycle depen-
dency graph does not change. Rather, instead of a (human) operator analyzing monitoring data,
drawing conclusions and making decisions about required changes, a network automation platform
would analyze the data, identify optimization opportunities, and change configurations or provision

resources within its capabilities accordingly [182, 145, 86].

2.1.2 Sensors

Network monitoring data is typically gathered through sensors. A sensor is a piece of software or

physical device that collects information within an environment (in our case the network). This



information can then be used for reporting and/or reconfiguration, or just be archived for later
analysis. Given this definition, a sensor can be almost any kind of device or software: a network
tap, an IDS log, or a server access log to name a few. In the context of network security, sensors
are typically divided into two types: Host-Based Sensors and Network-Based Sensors [60)].

While host-based sensors usually provide more accurate, detailed information about a certain
subsystem they are monitoring, in this work, we primarily focus on network-based sensors. Network-
based sensors collect data directly from the network without an intermediate processing entity
that filters data or generates events. Network-based sensors typically come in two different types:
polling-based sensors and telemetry-based sensors. The following two sections (section 2.1.2.1 and

section 2.1.2.2) elaborate on these two approaches in detail.

2.1.2.1 Polling-based Network Monitoring

Protocols such as SNMP can be used to query devices for statistics, such as the total number of
packets or bytes that entered the device through a particular port. This data is heavily compressed
and does not provide any insight into what type of traffic actually caused for example unusually
high packet counts on a specific link. This type of data collection is extremely fast and does incur

very little overhead, however, it is also inflexible as the set of statistical features exported is fixed.

2.1.2.2 Telemetry-based Network Monitoring

Telemetry systems export information about the actual traffic that traversed a network device.
This data can be raw or aggregated at different levels of granularity. While data exported in this
format does not provide fixed statistics, the generated records usually have all the meta data (e.g.,
byte counts) such that any type of statistics can be calculated from the data. This makes this
type of data gathering extremely flexible but also significantly increases the volume of data to be
exported in contrast to statistics-based data.

A flow record is a series of packets sharing the same five-tuple of source and destination IP

address, IP protocol type, and layer four source and destination ports. Flow records generally
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Figure 2.2: Telemetry-based Network Monitoring Architecture

contain summarized information (e.g., total packet count, flow duration, or total number of bytes)
about the packets within a respective flow. Over the past years, several flow export standards
have been proposed. The most widely used protocols are NetFlow developed by Cisco Systems [56]
together with sFlow [146]. As NetFlow is the basis for the IP Flow Information Export Protocol
(IPFIX) [31], which is being pushed forward by the IETF, NetFlow has become the de-facto
industry standard.

Going even further, packet records provide insight into every single packet that traverses the
network. As such, packet records contain, for example, timestamps, byte counts and TCP flags for
every single packet. Consequently, packet records, while providing the highest level of granularity
and detail, are expensive to generate. Also, traditionally, the shear amount of packets in today’s

networks makes this approach without any optimizations often infeasible.

2.1.3 Telemetry-based Network Monitoring Architecture

Given the new demands and challenges in network monitoring, as well as the emergence of new
telemetry and analytics technologies, we believe packet-level monitoring with high coverage is in-
deed possible. While solutions for some of the required components for a full packet-level network
monitoring system have been proposed over the past years, it still remains unclear how these com-
ponents should be orchestrated in order to form a full end-to-end, packet-level network monitoring
solution.

While we elaborate in detail on the individual components, their design and implementation
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(chapters 3, 4, and 5), we also study possible ways of integrating the separate components. Fig-
ure 2.2 illustrates the architecture of such a system, which would leverage the components described
in this proposal along with other recent work. At a high level, the system can be conceptualized

as three planes:

(1) A Telemetry Plane that collects network records at high rates in the network and sends

them to a software platform.

(2) A real time Analytics Plane for long-running network queries, that leverages scale out
stream processing engines to scan network records and detect problems. Suspicious packets

are marked for later analysis.

(3) A Persistence Plane and query subsystem in which network records can be saved over longer
times at different granularities and retrospectively queried to further investigate issues in

the network either by a human or by secondary analysis systems.

We now describe the three planes and their requirements in detail.

2.1.3.1 Telemetry Plane

In contrast to polling-based data gathering, a telemetry plane pushes records collected in the
network to the analytics plane. These records are usually directly related to data plane traffic that
was handled by the respective device and can be exported at different levels of detail. For instance,
the telemetry plane could mirror entire packets including their payload, export truncated packets,
generate pre-formatted packet records, or generate flow records at different levels of granularity.
Still, as a telemetry plane implementation typically runs directly on a networking device, the
implementation and computational requirements for the network device need to remain practical
for deployment. This means that the telemetry functionality cannot require all of the switch’s
resources. This could have the result that the switch is not able to properly forward network

packets anymore, which should always remain the device’s primary occupation. Also, performing
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too many logical tasks, such as heavy aggregation, filtering, sampling, or record preprocessing on
the network device, hinders flexibility and the ability to use exported records for a wide range of
applications.

As a consequence of these trade-offs, ideally, the telemetry plane is runtime-configurable and
selective to the degree that not every packet passing through the device is handled in the same way
by the telemetry system. We imagine that based on filters that are configurable at device runtime,
certain flows can e.g., be exported in a raw format (potentially including the packet’s payload),
while others are exported in a more aggregated format. Such functionality can be implemented
on advanced programmable forwarding engines, e.g., P4 [38] hardware. Using these technologies,

would also provide access to additional data about switch state, such as queue depths.

2.1.3.2 Analytics Plane

In our architecture, the analytics plane performs long-running analytics and runs queries on data
received from the telemetry plane. Possible applications range from performance monitoring appli-
cations over failure detection to intrusion detection systems. As the requirements for the analytics
plane may be extremely application- and deployment-specific, this component should rather be a
framework than a fixed function application.

We believe that the stream processing paradigm is a suitable fit for this workload. A usual
stream processing application consists of a series of processors (sometimes called operators or
kernels) connected through edges in the form of an acyclic directed graph. Data elements (often
called tuples) are passed from one processor to the next through the graph. Each processor that a
tuple traverses, applies some function to the data and effectively transforms the tuple.

This design has two main advantages. First, new applications can easily be composed from
reusable operators. The stream processing framework could include a standard library of commonly
used operators (such as map, reduce, filter). Application logic that is not implementable using the
standard library, can still be implemented in custom operators. Second, the stream processing

paradigm allows for natural parallelization. As each processor can run in its own thread, the
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processing graph conceptually spans across several CPU cores with thread-safe queues (the graph’s
edges) connecting the processors. Additionally, using load-balancing techniques, one single type of
operator can be parallelized by distributing tuples across multiple instances of it.

For high packet rates, the telemetry plane can already load balance packet records to different
analytics plane entry points, where behind each entry point a processing graph runs across machines
in parallel. Processors in the processing graph should be runtime-configurable such that for example
the filter mask of a filter element can be changed. Complete changes to the topology of the graph
are not usually required at runtime. We leave this functionality to the persistence and interactive

query component described in the next section.

2.1.3.3 Persistence Plane

We envision a general persistence plane with adapters to consume data from both the telemetry
and analytics planes. In the simplest case, input could be truncated packet headers cloned from
network switches. Most commodity switches support these features, which are sufficient to enable
many of the examples described in Chapter 5.

More advanced still, the persistence plane could consume input from the real-time analytics
plane. There are at least two use cases for such integration. First, alerts from the real-time analytics
system could trigger more advanced retrospective queries. For example, an alert indicating high
queue depths or a dropped packet could automatically invoke a more detailed diagnostics query.
Additionally, the real-time analytics plane can serve as a preprocessor, normalizing record formats

and pre-filtering out data that does not need to be stored.

2.2 Applications

Network Monitoring technologies can be used for a variety of monitoring tasks and objectives. Here,
we are outline four popular use-cases of network monitoring, which are important for the operation

of computer networks.
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2.2.1 Performance Monitoring and Debugging

Computer networks are complex, often heterogenous systems, that require careful configuration and
tuning in order to provide best performance and reliability. Especially in the context of large wide-
area, data center, or enterprise networks, it is imperative to continuously monitor the operation
of the network to maintain and comply with operational objectives and service level agreements
(SLA).

As a result of the complexity and dimensions of such network systems, mistakes and failures
are inevitable [65]. Failures often happen seemingly randomly, and often affect only a small portion
of the traffic (i.e., single packets within a flow). However, even single packet losses can have
significant impact on the overall operation of the network and user experience [193, 78, 121]. As
a result, researchers have proposed several monitoring solutions aimed at performance monitoring
and network debugging. These solutions often leverage packet-level measurements [193, 133], use

programmable forwarding engines [124, 122] or in-band telemetry technologies [140, 93, 167].

2.2.2 Traffic Engineering

Traffic Engineering (TE) is the practice of optimizing the overall performance of computer networks
for different objectives such as maximizing throughput, minimizing latency, minimizing congestion,
or, in general, enforcing service level agreements [29]. Inflated latency, suboptimal throughput,
or congestion typically occur when either network resources are insufficient to accommodate the
required load, or when traffic is inefficiently mapped and distributed to available resources. The
former case generally requires expanding the available capacities through adding links or increasing
switching capacity, whereas the latter case can often be quickly mitigated by adapting the network
configuration [150, 36].

In either case, network monitoring data is the primary source to detect such mapping ineffi-
ciencies or to detect that the network is operating at capacity. Additionally, network monitoring

data (such as utilization metrics) can be used to predict future demand. A series of prior work
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focuses on the estimation of future traffic demands using historical and limited measurements

160, 71].

2.2.3 Traffic Classification

Network traffic classification is an important network monitoring task for several applications and
can be an invaluable tool for network operators that need to know what traffic (or classes of
traffic) are flowing over their network [126]. This information is often used for purposes of intrusion
detection, traffic engineering, accounting, or to identify network usage that is not in accordance
with the provider’s terms of service (ToS). Recently, more Internet service providers (ISP) are
often subject to government lawful interception (LI) requests about network usage by individuals
or organizations. Traffic classification plays a major role in such LI solutions [30].

Traditionally, traffic classification solutions rely either on transport-layer well-known port
numbers [62] or on network packet payloads. Using port numbers is dependent on the assump-
tion that services actually consistently use well-known TCP or UDP port numbers. In practice,
applications increasingly use non-standard port numbers [91]. Performing deep-packet inspection
(DPI) on the packet’s payload is not only computationally expensive, it also requires the pack-
ets to be unencrypted. Today, an increasing number of services pervasively use encryption [98].
Modern, often machine-learning based approaches can alleviate these issues by using more sophis-
ticated behavior-based traffic classification techniques. These systems, however, generally rely on
packet-level telemetry data. We further elaborate on these techniques and the need for packet-level

network telemetry in section 2.3.2.

2.2.4 Intrusion Detection

Another task that traditionally relies on the analysis of packet payloads is intrusion detection.
With the number of security breaches and attacks to networks and IT infrastructure continuously
growing, intrusion detection has become one of the most important tasks within the operation of

computer networks [100, 162, 118].
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Most intrusion detection systems (IDS) can be classified as either signature-based or anomaly-
based. Signature-based IDS provide no protection against zero-day attacks as they compare packet
features or byte sequences with a database of known attack signatures. This naturally requires the
attack to be known ahead of time. While IT security companies are relatively quick in releasing
updated signatures for new attacks, there can still be a considerable window during which a new
attack cannot be detected by such systems [162].

Anomaly-based intrusion detection often leverages learning-based approaches to establish
a model of trustworthy network traffic patterns and characteristics. Deviations from this model
are then considered anomalies and are candidates for intrusions. Due to the rapid development
of new attacks, malware, and viruses, anomaly-based approaches are a promising alternative to
traditional, signature-based systems. However, their operation is significantly more complex and
often require packet-level records. Anomaly-based intrusion detection is an active area of ongoing

research [118, 109, 132, 47].

2.3 Emerging Requirements and Challenges

The field of network monitoring is currently undergoing a rapid evolution. Today’s networks are
operating at unprecedented packet and byte rates. Network traffic rates continue to grow [55] and,
as a result, today’s network monitoring solutions compromise in different ways in an attempt to keep
up with the speeds of modern network deployments. Furthermore, through increased complexity
in modern computer networks and the raise of security threats, monitoring systems underlie new
requirements. In particular in regard to the need for packet-level monitoring data, these new
requirements even exacerbate the effect of previously introduced compromises like flow-level data

aggregation.

2.3.1 Traffic Volume

Modern data center and wide-area networks operate at traffic rates of several Terabits per second

or hundreds of millions of packets per second, posing significant challenges for network telemetry
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Cluster Database Web Hadoop
Number of servers 4309 13108 6898
Number of racks 155 324 365
Number of pods 4 8 9
Average traffic [M packets/s] 16.56 706.61 90.85
Peak traffic rate [M packets/s] 21.66 961.26  168.42

Table 2.1: Facebook 24 hour datacenter trace [144, 69] statistics.

and analytics. Apart from the computing requirements, it is common for modern data-intensive
applications that data sets exceed the storage resources (both persistent and memory) of a single
compute node by several orders of magnitude making distributed data-heavy computation inevitable
[27, 129]. As a consequence, significant amounts of data constantly need to be transferred over the
network. Emerging technologies such as RDMA over converged Ethernet [168] or NVMe over
Fabrics [169] enable and accelerate this trend.

Data Center and WAN Packet Rates

To give concrete numbers, we analyzed a data set from Facebook [69] described in [144], as well as
packet traces from a 10 Gb Ethernet Internet backbone link between Seattle and Chicago collected
by the Center for Applied Internet Data Analysis (CAIDA) [4] in 2015 [44]. We use these traces for
various performance and scalability evaluations throughout this work (see sections 3.8 and 4.7). As
we do not focus on technologies relying on deep packet inspection (DPI), packet rates are generally
the more important metric compared to byte rates for our purposes.

For the first data set, table 2.1 summarizes the traffic rates within the entire cluster for three
different clusters in a Facebook datacenter averaged over a 24 hour time period. A cluster here is
a collection of servers spanning multiple racks that run the same class of applications. The traffic
within the Hadoop cluster mostly consists of intra-cluster traffic while servers in database and web
clusters mostly communicate across cluster boundaries or communicate with hosts on the public
Internet (e.g., in the case of customer-facing services).

Our second dataset of network traces contains anonymized packet-level data collected by
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Month Direction Average Pkt./s Average Bits/s

Feb. A 328.43 K 2.11 G
Feb. B 613.07 K 4.36 G
May A 301.64 K 1.88 G
May B 383.20 K 2.59 G
Sep. A 313.59 K 1.78 G
Sep. B 403.90 K 2.93 G
Dec. A 438.00 K 2.52 G
Dec. B 420.75 K 3.14 G

Table 2.2: Statistics for CAIDA 2015 Passive Internet Core Traces [44]

CAIDA in 2015 [44]. Each trace covers the same one hour timeframe during different months of the
year. The data was collected at a Equinix point of presence (PoP) in Chicago. Packet rates range
from around 300K per second to around 600K per second. While these traffic rates are significantly
lower compared to those in the Facebook traces, it is important to note that these traces only cover
a single 10GbE link as opposed to the aggregate traffic across a cluster.

Compromising on Flexibility and Fidelity

In order to deal with such traffic rates, existing monitoring systems compromise along three com-
peting axes: flexibility, fidelity, and performance. Flexibility describes how adaptable a network
analytics platform is to evolving user requirements. Fidelity refers to the detail of data provided by
the telemetry system. Performance and scalability describes how much network traffic a monitoring
system can sustain as a function of the deployed resources and whether the system can easily scale
to absorb more traffic or run more computationally expensive applications.

First, prior work that offloads analytics to the data plane sacrifices flexibility due to inherent
limitations of programmable line-rate hardware. Such programmable forwarding engines (PFE)
have constrained hardware resources in terms of Random Access Memory (RAM) and Arithmetic
Logic Units (ALU) restricting the complexity of applications and limiting the possible number of
parallel monitoring applications [39, 38]. As a result of this rigid hardware design, programming
models for these devices are also restrictive and only facilitate a subset of analytical tasks [122, 185,

107]. Lastly, changing the program running on a PFE (and potentially even compiling it first), can
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result in data plane downtimes of several seconds.

Second, filtering, aggregation, and sampling, have been the de-facto standards for decades.
These approaches, of course, compromise on data fidelity. Aggregation reduces the load of the
analytics system at the cost of granularity, as per-packet data is reduced to groups of packets in the
form of sums or counts [31, 83]. Sampling and filtering reduces the number of packets or flows to
be analyzed. Sampling, however, increases the chance of missing critical information while filtering
restricts the set of possible applications [164, 146].

Third, existing analytics solutions (often based on the stream processing paradigm) provide
high flexibility and programmability, but compromise on performance. For example, Cisco Tetration
[136], OpenSOC [10] and NetQRE [186] report processing rates in the order of a couple of million
network packets per second per server. General purpose stream processing systems, such as Spark
[187], report higher processing rates around two to three million events per second per core. Today’s
cloud-scale computer networks, however, run switches that process several hundreds of millions of
packets per second. Scaling these existing systems to these traffic rates would literally require racks
full of servers.

In conclusion, existing systems either use strategies to reduce the load of the network analytics
platform (e.g., by hardware offload or event rate reduction) hurting flexibility and capability, or, al-
ternatively, provide high flexibility through programmable software analytics but then compromise

on performance. We further elaborate on these trade-offs in section 4.2.1.

2.3.2 Packet-Level Data

Networks are not only rapidly growing in size and traffic volume, but also in complexity. While
network virtualization and SDN make network operations more flexible, they also introduce com-
plexity by enabling multi-layer network topologies and extensive use of network virtualization which
can make troubleshooting more difficult. Early, but promising, advances in intent-based networking
remedy these issues but require more fine-grained, close-to-real-time insight into network operations

posing new challenges by requiring high-fidelity measurements.
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Moreover, while traditional intrusion detection systems leveraging deep packet inspection
were never able to scale to very high traffic rates, DPI also becomes decreasingly effective as
more and more traffic is encrypted [76]. Researchers propose behavioral analysis of network traffic
leveraging machine learning as a solution to this problem [109, 126]. While this approach generally
does not require insight into the packet payload, it requires detailed features of individual packets
to work, such as packet inter-arrival times and individual byte counts. Current solutions do not
provide such fine-grained, packet-level insight at high rates.

Traffic Classification and Intrusion Detection

In sections 2.2.3 and 2.2.4, we introduced both traffic classification and intrusion detection as pop-
ular applications for network monitoring technologies. As previously mentioned, both applications
traditionally rely on application-layer analysis and deep packet inspection [72].

These approaches were based on a series of related assumptions [126]. The first assumption is,
that a third party inspecting the traffic which is unaffiliated with either the source or recipient is able
to inspect each packet’s payload. The second assumption is that the classified or detection system
maintains a database of all application-layer signatures of applications or attacks, respectively.
Naive approaches for traffic classification furthermore rely on the fact that traffic uses well-known
port numbers [62].

With the pervasive deployment of various encryption technologies [98], the first assumption

is becoming increasingly invalid. For example, the fraction of TLS traffic handled by Google’s
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Chrome web browser doubled between March 2015 and March 2019 [76]. This trend is depicted in
figure 2.3. DPI technologies depend on the fact that the packet’s payload and L4 header fields are
not obfuscated. Additionally, governments are increasingly imposing regulations constraining the
ability for third parties to inspect the payload of network packets at all [177].

With the growing number of network applications and threats, the second assumption is also
increasingly hard to keep valid. It is becoming harder to maintain comprehensive databases of attack
signatures and keeping them current, causing increasing vulnerability to zero-day attacks [127].
These requirements only exacerbate the main problem with payload-based analytics strategies,
which is the high computational complexity and therefore high cost [106, 72].

As a result, researchers have proposed directions toward detecting anomalies and classifying
traffic based on statistical features of flow or packet data without the need for packet payload
inspection [126, 108, 109, 188, 63]. The majority of these approaches leverage machine-learning
(ML) technologies. Examples for such features include packet inter-arrival times, individual packet
sizes, flow durations, or TCP flags. Machine-learning systems are then trained to associate known
conditions, such as traffic classes or anomalies, with a particular set or distribution of features.
Alternatively, such fine-grained, packet-level features can also be used to iteratively construct a
baseline model of the network traffic. If the inspected traffic deviates from this model significantly,
an anomaly and, therefore, a potential intrusion is detected.

Packet-level features that are commonly used for intrusion detection or traffic classification include:

e packet inter-arrival times [113, 188, 120, 134, 166, 125, 63, 28, 179]

e packet lengths statistics [113, 188, 143, 120, 134, 166, 125, 63, 28, 179]

e TCP advertised window bytes [134, 28]

e TCP flags [134, 28]

e inter-packet byte counts [166]

e packet arrival order [63]

e various metrics derived from the above (e.g., Fourier transforms of inter-arrival times, flow

idle times, mean packet sizes, flow duration, number of TCP data packets) [113, 120, 143,
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134, 166, 125, 63, 28, 179

We can see that the most commonly used packet-level features used for anomaly detection or
traffic classification are packet inter-arrival times, as well as individual byte counts. Additionally,
TCP-specific features such as the set of TCP flags set in a packet, or TCP window advertisements
are commonly used. Flow-level telemetry systems generally do not include these features. At the
flow level, packet lengths are aggregated to the total number of bytes in the flow and time stamps
are only provided for the first and last packet of the flow. Some versions of IPFIX can include all
TCP flags seen in a flow aggregated by the bitwise, logical AND operation [57].

Network Performance Monitoring

In section 2.2.1, we explained why performance monitoring and network debugging is a crucial task
in the operation of modern high-performance and high-availability networks. Many data center
networks guarantee availability of 99.999% or higher over a year. 99.999% availability, for example,
equates to a maximum allowable downtime of 5.26 minutes per year, or 864 milliseconds per day.
Even with redundant systems, operators must monitor the health of their networks very closely to
avoid catastrophic failures that may result in an outage under all circumstances [193, 121, 78|.

Fine-grained performance monitoring therefore is an increasingly important part of network
operation. The main challenge here is that many failures only happen intermittently or only
affect single packets. These failures, however, can significantly impact end user experience through
inflated latency, which can have notable business impact over time [42, 159]. Few intermittent
packet drops or other faults can also be indicators for the network reaching capacity or faulty
equipment. Given the above mentioned quality of service and availability guarantees cloud and
service providers offer their customers, it is imperative to detect even smaller issues early, analyze
the situation, and take steps in order to prevent the situation from escalating to more catastrophic
failures.

Using flow-level measurements or switch counters for this use-case is insufficient. For exam-

ple, so called silent packet drops are not visible through packet drop counters on switches [193].
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Packet-level telemetry data (e.g., including TCP sequence numbers), however, can be used to de-
tect such silent drops. In general, congestion within the network is hard to analyze in detail
without switch-level information, such as detailed data plane queueing information. Developers
of modern programmable switching platforms have access to fine-grained performance data, such
as nanosecond enqueue and dequeue timestamps and ingress and egress queue occupancy coun-
ters [140, 93, 122, 61]. Nevertheless, given the short-lived character of many performance-related
anomalies, it is not sufficient to expose switch-level information in an aggregated representation.
Flow records, for example, can include hundreds of packets and span time frames of several min-
utes, such that an aggregate statistic (e.g., sum or mean) of this performance data is not granular

enough to properly investigate the problem [133].

2.4 Enabling Technologies and Opportunities

Through changing requirements, network monitoring and analytics systems face new challenges
as explained in section 2.3. New technologies in the field of high-performance packet processing,
both in data plane devices and in general-purpose computers, alleviate some of these challenges by
enabling packet processing at unprecedented rates with a high degree of programmability. Using
these technologies in an intelligent and efficient way as we demonstrate it in this work, paves the
way for cost-efficient, high-throughput monitoring solutions. In this section we introduce these

technologies in detail.

2.4.1 Programmable Data Planes

Traditional SDN technologies are designed around match and action patterns in the data plane
based on packet header fields [77, 70, 20]. The most prominent implementation of this architecture
is OpenFlow [114]. The current version of OpenFlow (1.5) supports 44 different match fields [74].
Still, most hardware implementations of the OpenFlow specification support anything between 12
and approximately 20 header fields [101]. To our knowledge there is no hardware implementation

of the full OpenFlow 1.5 specification today. With this trend of slow adoption, there is (on top
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of technical challenges) a demand for a paradigm shift. Instead of continuously extending the
OpenFlow protocol, it should be possible to match packets on arbitrary bit patterns. As this is a

relatively trivial task in software, it is complicated at high packet rates in hardware and at scale.

2.4.1.1 Programmable Switches

Recent research exploring programmable hardware has shown that this vision of flexible packet
forwarding can actually be achieved at Terabit speeds using custom and specialized ASIC designs
[40, 99, 124, 3]. As these hardware designs continue emerging, work on programming abstractions
and a variety of use cases has been presented by academia and industry [122, 89, 90, 155, 148, 94].
Apart from [158], which proposes this concept in the domain of network processors, P4 [38] is the
most prominent example of work in this area as it aims to cover the entire processing range from
ASICs, over FPGAs, NPUs to CPUs using a common language interface.

Using the P4 language, an abstract forwarding model can be described which defines how
a packet is traversing a data plane device, which bit ranges need to be extracted and matched
and how a packet is initially parsed and further processed. This abstract forwarding model can
then be compiled using a switch-vendor specific compiler to a target-dependent version which
then provides platform-compatible description of the processing flow. In order to describe a
foundation of compatibility requirements between data plane programs and target hardware, the
protocol-indepenent switch architecture (PISA) has been proposed [124]. PISA describes a standard
programmable pipeline architecture as implemented in Barefoot Network’s Tofino programmable
switching chip [124].

Figure 2.4 depicts the pipeline layout described in PISA. In this architecture, upon receiving
a packet, the packet is parsed using a programmable parser abstracted as a finite state machine
(FSM). Individual packet headers (e.g., for IP, TCP, or entirely user-defined protocols) can then
be matched by a series of match-action tables. These tables are divided into an ingress and an
egress pipeline. Each pipeline has multiple stages that each consist of a combination of SRAM and

TCAM for the match part and a ALUs for realizing basic actions (e.g., performing arithmetic or
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Figure 2.4: Protocol Independent Switch Architecture

changing or inserting header fields) on the packet. The different stages and pipelines run in parallel
and guarantee line-rate processing of packets. A recirculation port can be use to pass a packet
through the pipelines multiple times. Additionally, a CPU port can be used to send a packet to the
control plane for software processing [156]. In all implementations, PISA match-action tables are
programmable at switch runtime through different vendor-specific wire protocols or RPC interfaces

in a manner comparable to the OpenFlow model.

2.4.1.2 Programmable Network Interface Cards

Similar to programmable switching platforms, also network interface cards (NIC) become increas-
ingly programmable. These devices generally expose a less rigid architecture (compared to PISA)
and can be programmed using more flexible tools, such as constrained versions of the C program-
ming language.

Network Processing Units (NPU)

Network processing units (sometimes also called network flow processors (NFP)) are specialized
integrated circuits that typically have a high amount of logical cores to enable a high degree of
parallel processing. The Netronome NFP-4000 NPU, for example has 48 cores dedicated to per-
packet processing and 60 cores for flow processing with around 19 MB of on-chip memory. This

NPU can process up to 100Gb per second or 148M packets per second of traffic and allows for
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flexible implementation of security, routing, or monitoring applications using a subset of the C
programming language [123]. Our network telemetry system (described in chapter 3) provides an
implementation for both the Barefoot Tofino PFE and the Netronome NFP-4000 NPU.
Receive-Side Scaling (RSS) and Receive Flow Steering (RFS)

Modern network interface cards have multiple ingress and egress packet buffers that can be ad-
dressed individually through kernel-bypass networking technologies such as DPDK [5] or Netmap
[141]. Receive-Side Scaling (RSS) and the related technology of Receive Flow Steering (RFS) are
NIC driver features that allow distributing received packets across different physical memory buffers
on the card. Using plain RSS, incoming packets can be distributed across these buffers based on
a hash function over some part of the packet’s header space [110]. RFS allows for slightly more
advanced logic by specifying match rules over packet header fields for the individual queues [85].
Applications leveraging RSS or RFS can request file descriptors that only cover a specified subset
of the NICs queues. Consequently, these different processes can also bind to separate CPUs, such
that the NIC can effectively steer packets to a specific CPU core for processing. The resulting
architecture is depicted in figure 2.5. We use this feature heavily in our network analytics system

(described in chapter 4).

2.4.2 Parallel Streaming Analytics

While stream processing systems have been used for years to process large amounts of data in

real-time, e.g., in the field of processing data gathered from sensor networks [171, 139], general
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stream-processing frameworks have gained immense popularity in the past couple of years driven
primarily by developments in big web properties, such as Twitter, Facebook, and LinkedIn.

Real-time data is typically ill-suited for many of the analytics systems that are designed
to process batched data. Existing systems such as Hadoop [1], make use of data parallelism by
splitting data sets and distributing them across a cluster of nodes. In contrast, real-time analytics
systems distribute data to computation as it is generated, i.e., it is processed as a stream. Today,
there are a wide range of stream processing frameworks that can be used to implement real-time
analytics systems, such as Storm [16] (from Twitter), Samza [15] (from LinkedIn), S4 [14] (from
Yahoo), Flink [24], or Spark Streaming [26].

The prevalent abstraction provided by these systems is a directed graph of processing ele-
ments, where users specify the processing elements, the connections between them, and data flows
along the edges. Each node is a processing element that can execute arbitrary code on the data
(e.g., compute statistics, transform it, generate new data, or store it).

As an example of the internal network within one of these systems, we’ll focus on the Storm
real-time processing framework. When a topology (a graph of processing elements) is created,
Storm distributes the different processing elements throughout the cluster, with different numbers
of spouts (processing element that serves as a source of data) and bolts (executes arbitrary code)
being run on each server in the cluster, depending on various settings in the topology. Each server
then establishes ring buffers [170] that queue data that is to be passed between different spouts
and bolts on the same server. When data is generated by a processing element, the Storm process
running on the server where the data was generated must determine if the destination is a local
element or is being run on a remote server. Once this determination is made, the data is either
placed on the input ring buffer or transmitted over the network, where it is forwarded locally to the
correct element. There is no interaction with the network, though custom scheduling or placement
can be implemented, e.g., to optimize many potential metrics, such as bandwidth and latency [22].

The topology abstraction provided by Storm allows users to process real-time data in a

processing graph, and provides simple mechanisms that allow for a program to be split into separate
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parts that can be distributed over a cluster. In Storm and other systems, however, topologies are
created with a static internal forwarding configuration when they are launched and are very difficult
to modify without restarting the entire topology — causing a loss of data, loss of state, and delay
of real-time analysis. These limitations limit the flexibility of the systems, as there are very few
mechanisms for the topologies to react to changes, such as changes in load or network conditions,

or desires to introduce new processing to act on live data without loss of information or state.



Chapter 3

Packet-Level Network Telemetry

Measurement plays a key role in network operation and management. An important but unad-
dressed practical requirement in high speed networks is supporting concurrent applications with
diverse and potentially dynamic measurement objectives. In this chapter, we introduce *Flow,
a hardware-accelerated, analytics-aware telemetry system for efficient, concurrent, and dynamic
measurement. The design insight is to carefully partition processing between switch ASICs and
application software. In *Flow, the switch ASIC implements a pipeline that exports telemetry
data in a flexible format that allows applications to efficiently compute many different statistics.
Applications can operate concurrently and dynamically on configurable packet streams without
impacting each other. We implement *Flow as a line rate P4 program for a 3.2 Tb/s commodity

switch and evaluate it with four example monitoring applications.

3.1 Introduction

For high speed networks, which have 100 Gb/s links and multi-Tb/s switches, it is challenging
to design measurement systems that support a variety of applications without compromising on
important practical requirements. Traditional switch hardware is inflexible and can only measure
coarse grained statistics [56, 135], while measurement in software is very expensive to scale [155].
Advances in switch hardware, however, are presenting new opportunities. As the chip space
and power cost of programmability drops [152, 37|, switches are quickly moving towards reconfig-

urable ASICs [124, 130] that are capable of custom packet processing at high line rates. Recent
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telemetry systems [155, 122] have shown that these programmable forwarding engines (PFEs) can
implement custom streaming measurement queries for fine-grained traffic and network performance
statistics.

A remaining open question though is whether telemetry systems can harness the flexibility
and performance of PFEs while also meeting requirements for practical deployment. Current PFE
accelerated telemetry systems [155, 122] focus on efficiency, compiling queries to minimize workload
on servers in the telemetry infrastructure. Efficiency matters, but compiled queries do not address
two other practical requirements that are equally important: concurrent measurement and dynamic
queries.

First, support for concurrent measurement. In practice, there are likely to be multiple ap-
plications measuring the network concurrently, with queries for different statistics. A practical
telemetry system needs to multiplex the PFE across all the simultaneously active queries. This
is a challenge with compiled queries. Each query requires different computation that, given the
line-rate processing model of a PFE [152], must map to dedicated computational resources, which
are limited in PFEs.

Equally important for practical deployment is support for dynamic querying. As network
conditions change, applications and operators will introduce or modify queries. A practical teleme-
try system needs to support these dynamics at runtime without disrupting the network. This is
challenging with compiled PFE queries because recompiling and reloading the PFE is highly disrup-
tive. Adding or removing a query pauses not only measurement, but also forwarding for multiple
seconds.

Introducing *Flow

We introduce *Flow, a practical PFE-accelerated telemetry system that is not only flexible and
efficient, but also supports concurrent measurement and dynamic queries. Our core insight is that
concurrency and disruption challenges are caused by compiling too much of the measurement query
to the PFE, and can be resolved without significant impact to performance by carefully lifting parts

of it up to software.
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At a high level, a query can be decomposed into three logical operations: a select operation
that determines which packet header and metadata features to capture; a grouping operation that
describes how to map packets to flows; and a aggregation function that defines how to compute
statistics over the streams of grouped packet features. The primary benefit of using the PFE lies
in its capability to implement the select and grouping operations efficiently because it has direct
access to packet headers and low latency SRAM [122]. The challenge is implementing aggregation
functions in the PFE, which are computationally complex and query dependent.

*Flow is based on the observation that for servers, the situation is exactly reversed. A server
cannot efficiently access the headers of every packet in a network, and high memory latency makes
it expensive to group packets. However, once the packet features are extracted and grouped, a
server can perform more coarse-grained grouping and mathematical computation very efficiently.

*Flow’s design, depicted in figure 3.3, plays to the strengths of both PFEs and servers.
Instead of compiling entire queries to the PFE, *Flow places parts of the select and grouping logic
that are common to all queries into a match+action pipeline in the PFE. The pipeline operates
at line rate and exports a stream of records that software can compute a diverse range of custom
streaming statistics from without needing to group per-packet records. This design maintains the
efficiency benefits of using a PFE while eliminating the root causes of concurrency and disruption
issues. Further, it increases flexibility by enabling more complex aggregation functions than a PFE
can support.

Grouped Packet Vectors

To lift the aggregation function off of the PFE, *Flow introduces a new record format for telemetry
data. In *Flow, PFEs export a stream of grouped packet vectors (GPVs) to software processors. A
GPYV contains a flow key, e.g., IP 5-tuple, and a variable-length list of packet feature tuples, e.g.,
timestamps and sizes, from a sequence of packets in that flow.

Each application can efficiently measure different aggregate statistics from the packet feature
tuples in the same GPV stream. Applications can also dynamically change measurement without

impacting the network, similar to what a stream of raw packet headers [80] would allow, but without
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the cost of cloning each packet to a server or grouping in software.

Dynamic in-PFE Cache

Switches generate GPVs at line rate by compiling the *Flow cache to their PFEs, alongside other
forwarding logic. The cache is an append only data structure that maps packets to GPVs and
evicts them to software as needed.

To utilize limited PFE memory, e.g., around 10MB as efficiently as possible, we introduce a
key-value cache that supports dynamic memory allocation and can be implemented as a sequence
of match+action tables for PFEs. It builds on recent match+action implementations of fixed width
key-value caches [122, 90, 155] by introducing a line rate memory pool to support variable sized
entries. Ultimately, dynamic memory allocation increases the average number of packet feature
tuples that accumulate in a GPV before it needs to be evicted, which lowers the rate of processing
that software must support.

We implemented the *Flow cache for a 100BF-32X switch, a 3.2 Tb/s switch with a Barefoot
Tofino [124] PFE that is programmable with P4 [38]. The cache is compiler-guaranteed to run
at line rate and uses a fixed amount of hardware resources regardless of the number or form of
measurement queries.

Contributions

This chapter has four main contributions. First, the idea of using grouped packet vectors (GPVs)
to lift the aggregation functions of traffic queries out of data plane hardware. Second, the design of
a novel PFE cache data structure with dynamic memory allocation for efficient GPV generation.
Third, the evaluation of a prototype of *Flow implemented on a readily available commodity P4
switch. Finally, an interface that allows for practical load balancing and record distribution to

parallel analytics pipelines.

3.2 Background

In this section, we describe design goals that are important for practical deployment of a

monitoring system for PFE supported traffic statistic queries. We focus supporting queries that
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Efficient Flexible Concurrent Dynamic
Netflow v v v
Software v v v
PFE Queries v v
*Flow v v v v

Table 3.1: Practical requirements for PFE supported network queries.

are efficient, expressive, concurrent, and dynamic.

3.2.1 Design Goals

*Flow is designed to meet four design goals that are important for a practical PFE accelerated
telemetry system.

Efficiency

We focus on efficient usage of processing servers in the telemetry and monitoring infrastructure of
a network. Efficiency is important because telemetry and monitoring systems need to scale to high
throughputs [155] and network coverage [103]. An inefficient telemetry system deployed at scale
can significantly increase the total cost of a network, in terms of dollars and power consumption.
Flexibility

A flexible telemetry system lets applications define the aggregation functions that compute traffic
and data plane performance statistics. There are a wide range of statistics that are useful in different
scenarios and for different applications. Customizable aggregation functions allow a telemetry
system to offer the broadest support.

We break flexibility into three dimensions: selection flexibility, grouping flexibility, and ag-
gregation flexibility. Selection flexibility is the quantity and variety of packet header and processing
metadata fields, e.g., queue lengths, that can be measured. Grouping flexibility is the capability
for applications to specify the classes that packets are grouped into, e.g., TCP flows based on IP
5-tuple, and the timescales over which the metrics are computed, e.g., for complete flows, flowlets,
or individual packets. Aggregation flexibility is the capability to support metrics with custom

and potentially complex aggregation functions that perform advanced mathematical operations or
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Figure 3.1: Network disruption from recompiling a PFE (Example)

iterating over features from each packet multiple times.

Flexibility is also important for supporting future applications that may identify new use-
ful metrics and systems that apply machine learning algorithms to analyze the network in many
dimensions [126].

Concurrency

Concurrency is the capability to support many measurement queries at the same time. Concurrency
is important because different applications require different statistics and, in a real network, there
are likely to be many types of applications in use.

Consider a scenario where an operator is debugging an incast situation [48] and a network-
wide security system is auditing for compromised hosts [109]. These applications would ideally
run concurrently and have the need to measure different statistics. Debugging, for example, may
benefit from measuring the number of simultaneously active TCP flows in a switch queue over small
epochs, while a security application may require per-flow packet counters and timing statistics.
Dynamic Queries
Support for dynamic queries is the capability to introduce or modify new queries at run time. It
is important for monitoring applications, which may need to adapt as network conditions change,
or themselves be launched at network run-time. Dynamic queries also enable interactive mea-
surement [122] that can help network operators diagnose performance issues, e.g., which queue is

dropping packets between a pair of hosts?



35

1.00 1 —

0.75 1
% 0.50
g0

0.251

0.00 1

0 50 100 150
Device Downtime [s]

Figure 3.2: Network disruption from recompiling a PFE (CDF)

3.2.2 Prior Telemetry Systems

Prior telemetry systems meet some, but not all, of the above design goals, as summarized in
Table 3.1. We group prior systems based on where they implement the logic to select packet
features, group packets into flows, and apply aggregation functions.

NetFlow Hardware

Many switches integrate hardware to generate NetFlow records [52] that summarize flows at the
granularity of IP 5-tuple. NetFlow records are compact because they contain fully-computed aggre-
gate statistics. ASICs [194, 54] in the switch data path do all the work of generating the records, so
the overhead for monitoring and measurement applications is low. NetFlow is also dynamic. The
ASICs are not embedded into the forwarding path, so a user can select different NetFlow features
without pausing forwarding.

However, NetFlow sacrifices flexibility. Flow records have a fixed granularity and users choose
statistics from a fixed list. Newer NetFlow ASICs [54] offer more statistics, but cannot support
custom user-defined statistics or different granularities.

Software Processing

A more flexible approach is mirroring packets, or packet headers, to commodity servers that com-
pute traffic statistics [53, 68, 64, 111]. Servers can also support concurrent and dynamic telemetry,
as they are not in-line with data plane forwarding.

The drawback of software is efficiency. Two of the largest overheads for measurement in
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software are I/O [141], to get each packet or header to the measurement process, and hash table
operations, to group packets by flow [155, 122, 104]. To demonstrate, we implemented a simple
C++ application that reads packets from a PCAP, using libpcap [18], and computes the average
packet length for each TCP flow. The application spent an average of 1535 cycles per packet
on hash operations alone, using the relatively efficient C++ std: :unordered map [34]. In another
application, which computed average packet length over pre-grouped vectors of packet lengths, the
computation only took an average of 45 cycles per packet.

The benchmarks illustrate that mathematical operations for computing aggregate statistics
are not a significant bottleneck for measurement in software. Modern CPUs with vector instructions
can perform upwards of 1 trillion floating point operations per second [117].

PFE Compiled Queries

Programmable forwarding engines (PFEs), the forwarding ASICs in next generation commodity
switches [124, 46, 130, 123, 51, 178], are appealing for telemetry because they can perform stateful
line-rate computation on packets. Several recent systems have shown that traffic measurement
queries can compile to PFE configurations [155, 122]. These systems allow applications (or users)
to define custom statistics computation functions and export records that include the aggregate
statistics. Compiled queries provide efficiency and flexibility. However, they are not well suited for
concurrent or dynamic measurement.

Concurrency is a challenge because of the processing models and computational resources
available in a PFE. Each measurement query compiles to its own dedicated computational and
memory resources in the PFE, to run in parallel at line rate. Computational resources are extremely
limited, particularly those for stateful computation [152], making it challenging to fit more than a
few queries concurrently.

Dynamic queries are a challenge because PFEs programs are statically compiled into con-
figurations for the ALUs in the PFE. Adding a compiled query requires reloading the entire PFE
program, which pauses all forwarding for multiple seconds, as figure 3.2 shows. While it is possible

to change forwarding rules at run-time to direct traffic through different pre-compiled functions,
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the actual computation can only be changed at compile time.

3.3 PFE Accelerated Telemetry

Applications
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Figure 3.3: Overview of *Flow.

*Flow is a PFE accelerated telemetry system that supports efficient, flexible, concurrent, and
dynamic network measurement. It gains efficiency and flexibility by leveraging the PFE to select
features from packet headers and group them by flow. However, unlike prior systems, *Flow lifts
the complex and measurement-specific statistic computation, which are difficult to support in the
PFE without limiting concurrent and dynamic measurement, up into software. Although part of
the measurement is now in software, the feature selection and grouping done by the PFE reduces
the I/O and hash table overheads significantly, allowing it to efficiently compute statistics and scale
to terabit rate traffic using a small number of cores.

In this section, we overview the architecture of *Flow, depicted in figure 3.3.
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Grouped Packet Vectors

The key to decoupling feature selection and grouping from statistics computation is the grouped
packet vector (GPV), a flexible and efficient format for telemetry data streamed from switches.
A GPYV stream is flexible because it contains per-packet features. Each application can measure
different statistics from the same GPV stream and dynamically change measurement as needed,
without impacting other applications or the PFE. GPVs are also efficient. Since the packet features
are already extracted from packets and grouped in flowlets by IP 5-tuple, applications can compute
statistics with minimal I/O or hash table overheads.

*Flow Telemetry Switches

Switches with programmable forwarding engines [124, 152] (PFEs) compile the *Flow cache to their
PFEs to generates GPVs. The cache is implemented as a sequence of match+action tables that
applies to packets at line rate and in parallel with other data plane logic. The tables extract feature
tuples from packets, insert them into per-flow GPVs, and stream the GPVs to monitoring servers
using application-specific load balancing and filtering.

GPYV Processing

*Flow integrates with analytics software through a thin *Flow client that configures the mapping
of per-application NIC queues to analytics processes. Each analytics application defines its own
statistics to compute over the packet tuples in GPVs and can dynamically change them as needed.
Since the packet tuples are pre-grouped, the computation is extremely efficient because the bottle-
neck of mapping packets to flows is removed. Further, if fine granularity is needed, the applications
can analyze the individual packet feature themselves, e.g., to identify the root cause of short lived
congestion events.

GPYV Serialization

We implemented adapters to serialize GPVs to two formats: a custom protocol buffer [75] and a
simple binary format consisting of a flat array of C structs. The protocol buffer format is well
suited to long term storage in scale out databases, e.g., Redis [13]. The binary format is used for

buffering and microbenchmarks.
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DFR Trace NetFlow Trace Packet Header Trace
Record Count 49 M 49 M 1098 M
File Size 9.4 GB 2.3 GB 72 GB

Table 3.2: Record count and sizes for a 1 hour 10 Gbit/s core Internet router trace [44]. DFRs
contain IP 5 tuples, packet sizes, timestamps, TCP flags, ToS flag, and TTLs

Legacy Applications

The *Flow processor can also push GPVs to any target, including legacy monitoring applications.
It can export GPVs directly, or use adapters to convert them into another flow or packet record
format. We also implemented an adapter to convert GPVs into NetFlow records with custom

features.

3.4 Grouped Packet Vectors

*Flow exports telemetry data from the switch in the grouped packet vector (GPV) format, illus-
trated in Figure 3.4, a new record format designed to support the decoupling of packet feature
selection and grouping from aggregate statistics computation. A grouped packet vector contains
an IP 5-tuple flow key and a variable length vector of feature tuples from sequential packets in the
respective flow. As Figure 3.4 shows, a GPV is a hybrid between a packet record and a flow record.
It inherits some of the best attributes of both formats and also has unique benefits that are critical

for the overall Toccoa architecture.
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Figure 3.4: Comparison of grouped packet vectors, flow records, and packet records.
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Similar to packet records, a stream of GPVs contains features from each individual packet.
Unlike packet records, however, GPVs get the features to software in a format that is well suited
for efficient statistics computation. An application can compute aggregate statistics directly on a
GPV, without paying the overhead of receiving each packet, extracting features from it, or mapping
it to a flow.

Similar to flow records, each GPV represents multiple packets and deduplicates the IP 5-
tuple. They are approximately an order of magnitude smaller than packet header records and do
not require software to perform expensive per-packet key value operations to map packet features
to flows. Flow records are also compact and can be processed by software without grouping but,
unlike flow records, GPVs do not lock the software into specific statistics. Instead, they allow the
software to compute any statistics, efficiently, from the per-packet features. This works well in
practice because many useful statistics derive from small, common subsets of packet features. For
example, the statistics required by the 3 monitoring applications and 6 Marple [122] queries we
describe in Section 3.7 can all be computed from IP 5-tuples, packet lengths, arrival timestamps,

queue depths, and TCP sequence numbers.



41

T S T S T S T S

C R C R C R C R

A A A A A A A A

M M M M M M M M

A4 \4 A4 \4
E = = = =
ol < c e c < c < C 2
oo o ] o 9] o 3] o &
Packets: 3|z (I OHzE I OHzE I OHE |8 OH-3alPackets
i o S | L S i S| S
Packet 4 / DL Packet 3 D|, Packet 2 DL Packet 1 D
Programmable ASIC Forwarding Engine “, ;.
__________ - TS
) Action i
[} [}
' | SRAM | !
LU -
| [}
| [}
: Stateful |
atefu

| [}
! Statele_ss Processing !
! Processing - !
! ; Unit !
! Units !

Figure 3.5: PFE architecture

3.5 Generating GPVs

The core of *Flow is a cache that maps packets to GPVs and runs at line rate in a switch pro-
grammable forwarding engine (PFE). A GPV cache would be simple to implement in software.
However, the target platforms for *Flow are the hardware data planes of next-generation net-
works; PFE ASICs that process packets at guaranteed line rates exceeding 1 billion packets per
second [152, 39, 49]. To meet chip space and timing requirements, PFEs significantly restrict
stateful operations, which makes it challenging to implement cache eviction and dynamic memory
allocation.

In this section, we describe the architecture and limitations of PFEs, cache eviction and

memory allocation policies that can be implemented in a PFE, and our P4 implementation of the

*Flow cache for the Tofino.
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3.5.1 PFE Architecture

We already gave an overview of PISA and programmable forwarding engines in section 2.4.1.
Figure 3.5 illustrates the architecture of a PFE ASIC in more detail. It receives packets from
multiple network interfaces, parses their headers, processes them with a pipeline of match tables and
action processors, and finally deparses the packets and sends them to an output buffer. PFEs are
designed specifically to implement match+action forwarding applications, e.g., P4 [38] programs, at
guaranteed line rates that are orders of magnitude higher than other programmable platforms, such
as CPUs, network processors [178], or FPGAs, assuming the same chip space and power budgets.
They meet this goal with highly specialized architectures that exploit pipelining and instruction
level parallelism [152, 39]. PFEs make it straightforward to implement custom terabit rate data
planes, so long as they are limited to functionality that maps naturally to the match+4action model,
e.g., forwarding, access control, encapsulation, or address translation.

It can be challenging to take advantage of PFEs for more complex applications, especially
those that require state persisting across packets, e.g., a cache. Persistent arrays, called “regis-
ter arrays” in P4 programs, are stored in SRAM banks local to each action processor. They are
limited in three important ways. First, a program can only access a register array from tables
and actions implemented in the same stage. Second, each register array can only be accessed once
per packet, using a stateful ALU that can implement simple programs for simultaneous reads and
writes, conditional updates, and basic mathematical operations. Finally, the sequential dependen-
cies between register arrays in the same stage are limited. In currently available PFEs [124], there
can be no sequential dependencies; all of the registers in a stage must be accessed in parallel. Recent
work, however, has demonstrated that future PFEs can ease this restriction to support pairwise

dependencies, at the cost of slightly increased chip space [152] or lower line rates [49].
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3.5.2 Design

To implement the *Flow cache as a pipeline of match-+action tables that can compile to PFEs with
the restrictions described above, we simplified the algorithms used for cache eviction and memory
allocation. We do not claim that these are the best possible heuristics for eviction and allocation,
only that they are intuitive and empirically effective starting points for a variable width flow cache
that operates at multi-terabit line rates on currently available PFEs.

Cache Eviction

The *Flow cache uses a simple evict on collision policy. Whenever a packet from an untracked flow
arrives and the cache needs to make room for a new entry, it simply evicts the entry of a currently
tracked flow with the same hash value. This policy is surprisingly effective in practice, as prior
work has shown [105, 155, 122], because it approximates a least recently used (LRU) policy.
Memory Allocation

The *Flow cache allocates a narrow ring buffer for each flow, which stores GPVs. Whenever the
ring buffer fills up, the cache flushes its contents to software. When an active flow fills its narrow
buffer for the first time, the cache attempts to allocate a wider buffer for it, drawn from a pool
with fewer entries than there are cache slots. If the allocation succeeds, the entry keeps the buffer
until the flow is evicted; otherwise, the entry uses the narrow buffer until it is evicted.

This simple memory allocation policy is effective for *Flow because it leverages the long-
tailed nature of packet inter-arrival time distributions [35]. In any given time interval, most of
the packets arriving will be from a few highly active flows. A flow that fills up its narrow buffer
in the short period of time before it is evicted is more likely to be one of the highly active flows.
Allocating a wide buffer to such a flow will reduce the overall rate of messages to software, and
thus its workload, by allowing the cache to accumulate more packet tuples in the ring buffer before
needing to flush its contents to software.

This allocation policy also frees memory quickly once a flow’s activity level drops, since frees

happen automatically with evictions.
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Figure 3.6: The *Flow cache as a match+action pipeline. White boxes represent sequences of
actions, brackets represent conditions implemented as match rules, and gray boxes represent register

arrays.

3.5.3 Implementation

Using the above heuristics for cache eviction and memory allocation, we implemented the *Flow
cache as a pipeline of P4 match+action tables for the Tofino [124]. The implementation consists
of approximately 2000 lines of P4 code that implements the tables, 900 lines of Python code that
implements a minimal control program to install rules into the tables at runtime, and a large library
that is autogenerated by the Tofino’s compiler toolchain. The source code has been tested on both
the Tofino’s cycle-accurate simulator and a Wedge 100BF-32X.

Figure 3.6 depicts the control flow of the pipeline. It extracts a tuple of features from each
packet, maps the tuple to a GPV using a hash of the packet’s key, and then either appends the
tuple to a dynamically sized ring buffer (if the packet’s flow is currently tracked), or evicts the
GPV of a prior flow, frees memory, and replaces it with a new entry (if the packet’s flow is not
currently tracked).

We implemented the evict on collision heuristic using simultaneous read / write operations
when updating the register arrays that store flow keys. The update action writes the current
packet’s key to the array, using its hash value as an index, and reads the data at that position

into metadata in the packet. If there was a collision, which the subsequent stage can determine by
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comparing the packet’s key with the loaded key, the remaining tables will evict and reset the GPV.
Otherwise, the remaining tables will append the packet’s features to the GPV.

We implemented the memory allocation using a stack. When a cache slot fills its narrow
buffer for the first time, the PFE checks a stack of pointers to free extension blocks. If the stack is
not empty, the PFE pops the top pointer from the stack. It stores the pointer in a register array
that tracks which, if any, extension block each flow owns. For subsequent packets, the PFE loads
the pointer from the array before updating its buffers. When the flow is evicted, the PFE removes
the pointer from the array and pushes it back onto the free stack.

This design requires the cache to move pointers between the free stack and the allocated
pointer array in both directions. We implemented it by placing the stack before the allocated
pointer array, and resubmitting the packet to complete the free operation by pushing its pointer
back onto the stack. The resubmission is necessary on the Tofino because sequentially dependent
register arrays must be placed in different stages and there is no way to move “backwards” in the

pipeline.

3.5.4 Configuration

Compile-time

The current implementation of the *Flow cache has three compile-time parameters: the number of
cache slots; the number of entries in the dynamic memory pool; the width of the narrow and wide
vectors; and the width of each packet feature tuple.

Feature tuple width depends on application requirements. For the other parameters, we
implemented an OpenTuner [23] script that operates on a trace of packet arrival timestamps and
a software model of the *Flow cache. The benchmarks in section 3.8 show that performance under
specific parameters is stable for long periods of time.

Run-time
The *Flow cache also allows operators to configure the following parameters at run-time by in-

stalling rules into P4 match+action tables. Immediately proceeding the *Flow cache, a filtering
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table lets operators install rules that determine which flows *Flow applies to, and which packet

header and metadata fields go into packet feature tuples.

3.6 Analytics-aware Network Telemetry

The *Flow analytics plane interface connects the line-rate telemetry system with analytics process-

ing servers.
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Figure 3.7: Architecture and integration of *Flows analytics plane interface to support telemetry

record filtering and load balancing for multiple parallel applications

*Flows’s analytics plane interface distributes and load balances GPV streams to application
pipeline instances, solving the problem of getting the right telemetry streams to the right analytics
servers efficiently. This, in turn, eliminates the initial choke points of software stream processing
(i.e., software load balancing across processors) and allows the application pipeline instances to
operate entirely in parallel.

We again leverages the hardware of programmable switches (e.g., the Tofino) to support three
important functions at high line rates (e.g., > 100M telemetry records per second per switch):

replicating streams of GPV records to multiple concurrent applications, filtering each application’s
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stream to only contain relevant packet flows, and load balancing each application’s stream across

an arbitrary number of stream processing pipeline instances.
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Figure 3.8: Ingress pipeline components of Fig. 3.7

Abstraction

The abstraction for the *Flow analytics plane interface is simple and application-centric. An
application registers the IP addresses of its assigned Jetstream processing servers, defines the header
fields to be used for load balancing flows across the servers, and specifies which packet flows it needs
to monitor with a set of ternary filtering rules over packet flow key fields (e.g., IP 5-tuple).
Implementation

As illustrated by Figures 3.7, the *Flow analytics plane interface leverages three features of pro-
grammable switch ASICs: a programmable ingress pipeline, a traffic manager with configurable
multicast and packet truncation, and internal packet recirculation ports. All of these features are
supported by today’s P4 switches, e.g., the Barefoot Tofino.

Switch processing begins with the underlying telemetry system that process data plane pack-
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ets (1 in figure 3.7). *Flow exports GPVs that are encapsulated and copied to a mirroring engine
in the switch’s traffic manager. The mirroring engine recirculates the GPV packets for processing
by Jetstream (2 in figure 3.7).

*Flow first applies tables that determine which groups of applications need to receive copies
of the digest. Group filtering tables populate a bitfield in metadata, where bitfield[a] = 1
indicates that application group a needs to receive a copy of the GPV. A subsequent table matches
on the bitfield to calculate how many times the GPV needs to be cloned and populate metadata
for the multicast engine. The multicast engine clones the digest the appropriate number of times
and sends all clones to a recirculation port.

When the clones arrive back at ingress (3 in Fig. 3.7), Jetstream applies load-balancing tables
that select a processing server for each digest clone, update its destination address and port, and
select the appropriate physical egress port.

Configuration

An analytics framework (e.g., Jetstream) configures the distribution and load balancing for each
stream processing application by adding rules to the tables in figure 3.8. First, to register a new
application, it installs rules into the encapsulation table that map server IDs to the IP address
and port on which the application’s stream processing pipeline is running. Second, to configure
per-application load balancing, rules are added to a load balancing key table, which copies a
customizable subset of packet header fields to metadata that is hashed to select a server ID.

Finally, to configure distribution, *Flow assigns the application to a filtering group. All the
applications in a filtering group will receive copies of GPVs that match the filtering group’s table.
The filtering group tables store ternary rules over flow key fields, e.g., IP 5-tuple. When adding
an application to a filtering group g, it also updates all tables that match on the filter bitfield by

adding rules to account for scenarios where bitfield[g] = 1 (the group needs to process a GPV).
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3.7 Processing GPVs

The *Flow analytics plane interface streams GPVs to processing servers. There, measurement and
monitoring applications (potentially running concurrently) can compute a wealth of traffic statistics
from the GPVs and dynamically change their analysis without impacting the network.

In this section, we describe the *Flow agent that receives GPVs from the *Flow-enabled

switch.

3.7.1 The *Flow Agent

The *Flow agent reads GPV packets from queues filled by NIC drivers and pushes them to appli-
cation queues. While applications can process GPVs directly, the *Flow agent implements three
performance and housekeeping functions that are generally useful.

Load Balancing

As an alternative to hardware-supported load balancing (e.g., for smaller deployments), the *Flow
agent supports load balancing in two directions. First, a single *Flow agent can load balance a
GPYV stream across multiple queues to support applications that require multiple per-core instances
to support the rate of the GPV stream. Second, multiple *Flow agents can push GPVs to the same
queue, to support applications that operate at higher rates than a single *Flow agent can support.
GPV Reassembly

GPVs from a *Flow cache typically group packets from short intervals, e.g., under 1 second on
average, due to the limited amount of memory available for caching in PFEs. To reduce the
workload of applications, the *Flow agent can re-assemble the GPVs into a lower-rate stream of
records that each represent a longer interval.

Cache Flushing

The *Flow agent can also flush the *Flow cache if timely updates are a priority. The *Flow
agent tracks the last eviction time of each slot based on the GPVs it receives. It scans the table

periodically and, for any slot that has not been evicted within a threshold period of time, sends a
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control packet back to the *Flow cache that forces an eviction.

3.7.2 *Flow Monitoring Applications

In the initial design, to demonstrate the practicality of *Flow, we implemented three monitoring
applications that require concurrent measurement of traffic in multiple dimensions or packet-level
visibility into flows. We ported these applications to the Jetstream framework at a later point
in time. These requirements go beyond what prior PFE accelerated systems could support with
compiled queries. With *Flow, however, they can operate efficiently, concurrently, and dynamically.

The GPV format for the monitoring applications was a 192 bit fixed width header followed
by a variable length vector of 32 bit packet feature tuples. The fixed width header includes IP
5-tuple (104 bits), ingress port ID (8 bits), packet count (16 bits), and start timestamp (64 bits).
The packet feature tuples include a 20 bit timestamp delta (e.g., arrival time - GPV start time),
an 11 bit packet size, and a 1 bit flag indicating a high queue length during packet forwarding.
Chapter 4 elaborates on monitoring applications in more detail and presents the preferred archi-
tecture for network streaming analytics.

Host Timing Profiler

The host timing profiler generates vectors that each contain the arrival times of all packets from
a specific host within a time interval. Such timing profiles are used for protocol optimizers [180],
simulators [41], and experiments [175].

Prior to *Flow, an application would build these vectors by processing per- packet records in
software, performing an expensive hash table operation to determine which host transmitted each
packet.

With *Flow, however, the application only performs 1 hash operation per GPV, and simply
copies timestamps from the feature tuples of the GPV to the end of the respective host timing
vector. The reduction in hash table operations lets the application scale more efficiently.

Traffic Classifier

The traffic classifier uses machine learning models to predict which type of application generated
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a traffic flow. Many systems use flow classification, such as for QoS aware routing [67, 82], secu-
rity [108, 163], or identifying applications using random port numbers or share ports. To maximize
accuracy, these applications typically rely on feature vectors that contain dozens or even hundreds
of different flow statistics [108]. The high cardinality is an obstacle to using PFEs for accelerating
traffic classifiers, because it requires concurrent measurement in many dimensions.

*Flow is an ideal solution, since it allows an application to efficiently compute many features
from the GPV stream generated by the *Flow cache. Our example classifier, based on prior
work [126], measures the packet sizes of up to the first 8 packets, the means of packet sizes and
inter-arrival times, and the standard deviations of packet size and inter-arrival times.

We implemented both training and classification applications, which use the same shared
measurement and feature extraction code. The training application reads labeled “ground truth”
GPVs from a binary file and builds a model using DIib [95]; the classifier reads GPVs and predicts
application classes using the model.

Micro-burst Diagnostics

This application detects micro-bursts [88, 147, 48], short lived congestion events in the network,
and identifies the network hosts with packets in the congested queue at the point in time when the
micro-burst occurred. This knowledge can help an operator or control application to diagnose the
root cause of periodic micro-bursts, e.g., TCP incasts [48], and also understand which hosts are
affected by them.

Micro-bursts are difficult to debug because they occur at extremely small timescales, e.g.,on
the order of 10 microseconds [190]. At these timescales, visibility into host behavior at the gran-
ularity of individual packets is essential. Prior to *Flow, the only way for a monitoring system to
have such visibility was to process a record from each packet in software [193, 80, 192, 183] and
pay the overhead of frequent hash table operations.

With *Flow, however, a monitoring system can diagnose micro-bursts efficiently by processing
a GPV stream, making it possible to monitor much more of the network without requiring additional

servers.
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The *Flow micro-burst debugger keeps a cache of GPVs from the most recent flows. When
each GPV first arrives, it checks if the high queue length flag is set in any packet tuple. If so, the
debugger uses the cached GPVs to build a globally ordered list of packet tuples, based on arrival
timestamp. It scans the list backwards from the packet tuple with the high queue length flag to
identify packet tuples that arrived immediately before it. Finally, the debugger determines the
IP source addresses from the GPVs corresponding with the tuples and outputs the set of unique

addresses.

3.7.3 Interactive Measurement Framework

An important motivation for network measurement, besides monitoring applications, is operator-
driven performance measurement. Marple [122] is a recent system that lets PFEs accelerate this
task. It presents a high level language for queries based around simple primitives (filter, map,
group, and zip) and statistics computation functions. These queries, which can express a rich
variety of measurement objectives, compile directly to the PFE, where they operate at high rates.

As discussed in section 3.2, compiled queries make it challenging to support concurrent or
dynamic measurement. Using *Flow, a measurement framework can gain the throughput benefits
of PFE acceleration without sacrificing concurrency or dynamic queries, by implementing mea-
surement queries in software, over a stream of GPVs, instead of in hardware, over a stream of
packets.

To demonstrate, we extended the RaftLib [32] C++ stream processing framework with ker-
nels that implement each of Marple’s query primitives on a GPV stream. A user can define any
Marple query by connecting the primitive kernels together in a connected graph defined in a short
configuration file, similar to a Click [96] configuration file, but written in C++. The configuration
compiles to a compact Linux application that operates on a stream of GPVs from the *Flow agent.

We re-wrote 6 example Marple queries from the original publication [122] as RaftLib config-
urations, listed in table 3.5. The queries are functionally equivalent to the originals, but can all

run concurrently and dynamically, without impacting each other or the network. These applica-
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tions operate on GPVs with features used by the *Flow monitoring application, plus a 32 bit TCP

sequence number in each packet feature tuple.

3.8 Evaluation

In this section, we evaluate our implementations of the *Flow cache and the *Flow agent. First,
we analyze the PFE resource requirements and eviction rates of the *Flow cache to show that it
is practical on real hardware. Next, we benchmark the *Flow agent and monitoring applications
to quantify the scalability and flexibility benefits of GPVs. Finally, we compare the *Flow mea-
surement query framework with Marple, to showcase *Flow’s support for concurrent and dynamic
measurement.

All benchmarks were done with 8 unsampled traces from 10 Gbit/s core Internet routers

taken in 2015 [44]. Each trace contained around 1.5 billion packets.

800 - —— Packets —— GPVs
m
T 600 -
(4]
(2]
3
=
(O]
8 200 |
8 20 48 8 1o e B R A e | 2 (ad
0 -

I I I
0 1000 2000 3000
Time (Seconds)

Figure 3.9: Min/avg./max of packet and GPV rates with *Flow for Tofino
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Key Memory Pkt. Feature Total
Update Management Update
Computational
Tables 3.8% 3.2% 17.9% 25%
sALUs 10.4%  6.3% 58.3% 75%
VLIWs 1.6% 1.1% 9.3% 13%
Stages 8.3% 12.5% 29.1% 50%
Memory
SRAM 4.3% 1.0% 10.9% 16.3%
TCAM 1.1% 1.1% 10.3% 12.5%

Table 3.3: Resource requirements for *Flow on the Tofino, configured with 16384 cache slots, 16384

16-byte short buffers, and 4096 96-byte wide buffers.
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Figure 3.10: Eviction ratio for different cache configurations

3.8.1 The *Flow Cache

We analyzed the resource requirements of the *Flow cache to understand whether it is practical to

deploy and how much it can reduce the workload of software.

PFE Resource Usage

We analyzed the resource requirements of the *Flow cache configured with a tuple size of 32-bits, to
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support the *Flow monitoring applications, and a maximum GPV buffer length of 28, the maximum
length possible while still fitting entirely into an ingress or egress pipeline of the Tofino. We used
the tuning script, described in Section 3.8.1, to choose the remaining parameters using a 60 second
trace from the 12/2015 dataset [45] and a limit of 1 MB of PFE memory.

Table 3.3 shows the computational and memory resource requirements for the *Flow cache on
the Tofino, broken down by function. Utilization was low for most resources, besides stateful ALUs
and stages. The cache used stateful ALUs heavily because it striped flow keys and packet feature
vectors across the Tofino’s 32 bit register arrays, and each register array requires a separate sALU.
It required 12 stages because many of the stateful operations were sequential: it had to access the
key and packet count before attempting a memory allocation or free; and it had to perform the
memory operation before updating the feature tuple buffer.

Despite the high sALU and stage utilization, it is still practical to deploy the *Flow cache
alongside other common data plane functions. Forwarding, access control, multicast, rate limiting,
encapsulation, and many other common functions do not require stateful operations, and so do not
need sALUs. Instead, they need tables and SRAM, for exact match+action tables; TCAM, for
longest prefix matching tables; and VLIWSs, for modifying packet headers. These are precisely the
resources that *Flow leaves free.

Further, the stage requirements of *Flow do not impact other applications. Tables for func-
tions that are independent of *Flow can be placed in the same stages as the *Flow cache tables.
The Tofino has high instruction parallelism and applies multiple tables in parallel, as long as there
are enough computational and memory resources available to implement them.

PFE Resources vs. Eviction Rate

Figure 3.9 shows the average packet and GPV rates for the Internet router traces, using the *Flow
cache with the Tofino pipeline configuration described above. Shaded areas represent the range of
values observed. An application operating on GPVs from the *Flow cache instead of packet headers
needed to process under 18% as many records, on average, while still having access to the features

of individual packets. The cache tracked GPVs for an average of 640MS and a maximum of 131



56

seconds. 14% of GPVs were cached for longer than 1 second and 1.3% were cached for longer than
5 seconds.

To analyze workload reduction with other configurations, we measured eviction ratio: the
ratio of evicted GPVs to packets. Eviction ratio depends on the configuration of the cache: the
amount of memory it has available; the maximum possible buffer length; whether it uses the
dynamic memory allocator; and its eviction policy. We measured eviction ratio as these parameters
varied using a software model of the *Flow cache. The software model allowed us to evaluate
how *Flow performs on not only today’s PFEs, but also on future architectures. We analyzed
configurations that use up to 32 MB of memory, pipelines long enough to store buffers for 32
packet feature tuples, and hardware support for an 8-way LRU eviction policy. Larger memories,
longer pipelines, and more advanced eviction policies are all proposed features that are practical
to include in next generation PFEs [39, 49, 122].

Figure 3.10a plots eviction ratio as cache memory size varies, for four configurations of caches:
with or without dynamic memory allocation; and with either a hash on collision eviction policy
or an 8-way LRU. Division of memory between the narrow and wide buffers was selected by the
AutoTuner script. With dynamic memory allocation, the eviction ratio was between 0.25 and
0.071. This corresponds to an event rate reduction of between 4x and 14x for software, compared
to processing packet headers directly.

On average, dynamic memory allocation reduced the amount of SRAM required to achieve
a target eviction ratio by a factor of 2. It provided as much benefit as an 8-way LRU, but without
requiring new hardware.

Figure 3.10b shows eviction rates as the maximum buffer length varied. Longer buffers
required more pipeline stages, but significantly reduced eviction ratio when dynamic memory allo-

cation was enabled.
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# Cores Agent Profiler Classifier Debugger

1 0.60M 1.51M  1.18M 0.16M
2 1.12M  3.02M  2.27TM 0.29M
4 1.85M 5.12M  4.62M 0.55M
8 3.07TM 8.64M  7.98M 1.06M
16 3.95M 10.06M 11.43M 1.37TM

Table 3.4: Average throughput, in GPVs per second, for *Flow agent and applications.

3.8.2 *Flow Agent and Applications

We benchmarked the *Flow agent and monitoring applications, described in Section 3.7.3, to
measure their throughput and quantify the flexibility of GPVs.
Experimental Setup
Our test server contained an Intel Xeon E5-2683 v4 CPU (16 cores) and 128 GB of RAM. We
benchmarked maximum throughput by pre-populating buffers with GPVs generated by the *Flow
cache. We configured the *Flow agent to read from these buffers and measured its throughput for
reassembling the GPVs and writing them to a placeholder application queue. We then measured
the throughput of each application individually, driven by a process that filled its input queue
from a pre-populated buffer of reassembled GPVs. To benchmark multiple cores, we divided the
GPVs across multiple buffers, one per core, that was each serviced by separate instances of the
applications.
Throughput
Table 3.4 shows the average throughput of the *Flow agent and monitoring applications, in units
of reassembled GPVs processed per second. For perspective, the average reassembled GPV rates
for the 2015 10 Gbit/s Internet router traces, which are equal to their flow rates, are under 20K
per second [44]. The high throughput makes it practical for a single server to scale to terabit rate
monitoring. A server using 10 cores, for example, can scale to cover over 100 such 10 Gb/s links
by dedicating 8 cores to the *Flow agent and 2 cores to the profiler or classifier.

Throughput was highest for the profiler and classifier. Both applications scaled to over 10M
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Figure 3.11: Recall of *Flow and baseline classifiers.

reassembled GPVs per second, each of which contained an average of 33 packet feature tuples. This
corresponds to a processing rate of over 300 M packet tuples per second, around 750x the average
packet rate of an individual 10 Gb/s Internet router link.

Throughput for the *Flow agent and debugging application was lower, bottlenecked by as-
sociative operations. The bottleneck in the *Flow agent was the C++ std::unordered map that
it used to map each GPV to a reassembled GPV. The reassembly was expensive, but allowed the
profiler and classifier to operate without similar bottlenecks, contributing to their high throughput.

In the debugger, the bottleneck was the C4++ std: :map it used to globally order packet tuples.
In our benchmarks, we intentionally stressed the debugger by setting the high queue length flag in
every packet feature tuple, forcing it to apply the global ordering function frequently. In practice,
throughput would be much higher because high queue lengths only occur when there are problems
in the network.

Classifier Accuracy

To quantify the flexibility benefits of GPVs, we compared the *Flow traffic classifier to traffic
classifiers that only use features that prior, less flexible, telemetry systems can measure. The
NetFlow classifier uses metrics available from a traditional NetFlow switch: duration, byte count,

and packet count. The Marple classifier also includes the average and maximum packet sizes
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Configuration # Stages # Atoms Max Width
*Flow cache 11 33 5

Marple Queries

Concurrent Connections 4 10 3
EWMA Latencies 6 11 4
Flowlet Size Histogram 11 31 6
Packet Counts per Source 5 7 2
TCP Non-Monotonic ) 6 2
TCP Out of Sequence 7 14 4

Table 3.5: Banzai pipeline usage for the *Flow cache and compiled Marple queries.

as features, representing a query that compiles to use approximately the same amount of PFE
resources as the *Flow cache.

Figure 3.11 shows the recall of the traffic classifiers on the 12/2015 Internet router trace. The
*Flow classifier performed best because it had access to additional features from the GPVs. This
demonstrates the inherent benefit of *Flow, and flexible GPV records, for monitoring applications

that rely on machine learning and data mining.

3.8.3 Comparison with Marple

Finally, to showcase *Flow’s support for concurrent and dynamic measurement, we compare the

resource requirements for operator driven measurements using compiled Marple queries against the

requirements using *Flow.

PFE Resources

For comparison, we implemented the *Flow cache for the same platform that Marple queries compile

to: Banzai [152], a configurable machine model of PFE ASICs. In Banzai, the computational

resources of a PFE are abstracted as atoms, similar to sALUs, that are spread across a configurable

number of stages. The pipeline has a fixed width, which defines the number of atoms in each stage.
Table 3.5 summarizes the resource usage for the Banzai implementation. The requirements

for *Flow were similar to those of a single statically compiled Marple query. Implementing all 6
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queries, which represent only a small fraction of the possible queries, would require 79 atoms, over
2X more than the *Flow cache. A GPV stream contains the information necessary to support all
the queries concurrently, and software can dynamically change them as needed without interrupting
the network.
Server Resources
The throughput of the *Flow analytics framework was between 40 to 45K GPVs/s per core. This
corresponded to a per-core monitoring capacity of 15 - 50 Gb/s, depending on trace. Analysis sug-
gested that the bottleneck in our current prototype is message passing overheads in the underlying
stream processing library that can be significantly optimized [116].

Even without optimization, the server resource requirements of the *Flow analytics framework
are similar to Marple, which required around one 8 core server per 640 Gb/s switch [122] to support

measurement of flows that were evicted from the PFE early.

3.84 Analytics Plane Interface

The *Flow analytics plane interface is designed for low resource requirements and high throughput
in the current generation of P4 programmable switches. On the Barefoot Tofino, it requires under
10% of the ingress pipeline’s memory and compute resources (e.g., SRAM, TCAM, SALUs, and
VLIW units) when compiled to support a maximum of 8 filtering groups, 32 applications, and up
to 128 servers per application.

The ingress pipeline components of the interface are compiler guaranteed to run at line rate,
but throughput can be limited by recirculation bandwidth. For example, the Tofino has 400 Gb/s
of internal recirculation port bandwidth. *Flow utilizes the limited bandwidth efficiently because
it only recirculates telemetry digests which are, by design, orders of magnitude smaller than the
packet or flows that they summarize. Assuming 80 byte GPVs, the Tofino’s 400 Gb/s is sufficient

for exporting 625M GPVs per second.
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3.9 Conclusion

Measurement is important for both network monitoring applications and operators alike, especially
in large and high speed networks. Programmable forwarding engines (PFEs) can enable flexible
telemetry systems that scale to the demands of such environments. Prior systems have focused
on leveraging PFEs to scale efficiently with respect to throughput, but have not addressed the
equally important requirement of scaling to support many concurrent applications with dynamic
measurement needs. As a solution, we introduced *Flow, a PFE-accelerated telemetry system that
supports dynamic measurement from many concurrent applications without sacrificing efficiency
or flexibility. The core idea is to intelligently partition the query processing between a PFE and
software. In support of this, we introduced GPVs, or grouped packet vectors, a flexible format
for network telemetry data that is efficient for processing in software. *Flow can dynamically
distribute GPVs across monitoring applications through a load balancing component. This enables
highly-parallel and optimized GPV processing in software on commodity servers. We designed and
implemented a *Flow cache that generates GPVs and operates at line rate on the Barefoot Tofino,
a commodity 3.2 Th/s P4 forwarding engine. To make the most of limited PFE memory, the *Flow
cache features the first implementation of a dynamic memory allocator in a line rate P4 program.
Evaluation showed that *Flow was practical in the switch hardware and enabled powerful GPV
based applications that scaled efficiently to terabit rates with the capability for flexible, dynamic,

and concurrent measurement.



Chapter 4

Scalable Network Streaming Analytics

Traditionally, network monitoring and analytics systems rely on aggregation (e.g., flow records)
or sampling to cope with high packet rates. This has the downside that, in doing so, we lose data
granularity and accuracy, and, in general, limit the possible network analytics we can perform.
Recent proposals leveraging software-defined networking or programmable hardware provide more
fine-grained, per-packet monitoring but are still based on the fundamental principle of data reduc-
tion in the network, before analytics.

In this chapter we present a cloud-scale, packet-level monitoring and analytics system based
on stream processing entirely in software. Software provides virtually unlimited programmability
and makes modern (e.g., machine-learning) network analytics applications possible. We identify
unique features of network analytics applications and workloads. Based on these insights we built
a customized network analytics solution. Our implementation shows that we can scale up to over

70M packets per second per 16-core stream processing server.

4.1 Introduction

Network management is a critical task in the overall operation of a network and impacts the
availability, performance, and security. Effective network management relies on the ability of
operators to perform analytics on network traffic. Analytics is the act of finding meaningful patterns
in data which can trigger actions. In the case of networks, the data consists of all packets flowing

through a network, and the actions include traffic isolation, device reconfiguration, or alerts to
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the operator. Historically, we largely relied on humans in a network operation center to watch
some transformed version of the data (often in the form of graphs) and interpret that data to take
action. As networks grow in size, complexity, and cost, automated and sophisticated analytics are
becoming more commonplace. This enables the network to become an essential part of detecting
security issues [162], misconfiguration [80, 103], equipment failure [154], as well as performing traffic
engineering [21, 36].

Network analytics has largely revolved around network devices (switches) summarizing flow
information (e.g., through NetFlow records[57]) and passing records to custom software for analysis
(whether by computers or humans). Due to the limits of the information captured, there are only
a number of things we can determine from this data and therefore a limited number of things we
can do. The introduction of programmable switches, such as those that support OpenFlow [114]
or P4 [38] programming paradigms, has opened up new opportunities to revisit network analytics
and explore ways to increase the rates at which records can be generated and provide more choice
in what information is analyzed.

This new opportunity has sparked a wave of work in this space recently. OpenSketch [185]
demonstrated the ability to realize sketching algorithms in programmable switches, thus allowing
the efficient monitoring for some application (such as heavy hitter detection). UnivMon [107] ex-
tended that work to provide the ability to perform universal sketches in the programmable switches,
allowing multiple applications (with different information needs) to be able to simultaneously ana-
lyze the traffic. Marple [122], went to the extreme and demonstrated the ability to compile entire
queries into a programmable forwarding engine.

Common across this work is that they each focused on ways to make software have to do
less work. But, in leveraging the hardware to not just collect the data, but perform some data
reduction or analysis, they sacrifice the flexibility that software brings.

In this work, we focus on the complementary approach of enabling software to do more, and

in doing so, enable network analytics that can support:
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e multiple analytics applications operating simultaneously,
e network wide and datacenter scale analysis,

e applications which require high-fidelity information, and
e efficient compute resource usage.

The issue isn’t that streaming analytics is inherently incapable of these goals, but to achieve
them, we need better strategies for leveraging and extending these systems.

First, existing system are designed for a general purpose, and in turn, incapable of being
able to handle high rates of network traffic. This motivated the need for Sonata [79], which used
Spark [187], to introduce new filtering mechanisms. We outline domain-specific optimizations which
overcome these performance limitations for the specific task of network analytics.

Second, existing network analytics designs systems focus on one aspect of the system. This be-
comes evident when supporting multiple applications and multiple instances, using existing stream
processing systems as an independent part of the network analytics system (as is done in the recent
work on programmable switches), we end up with choke points such as for directing streams to
one or more instances and for aggregating results across instances. To overcome this, we maintain
independent pipelines by recognizing that we are not building a stream processing system but a
network analytics system, so we push the responsibility of directing streams to one or more cores
(across multiple servers) into the telemetry system, and push the aggregation into the operator
interactive system, thus enabling the stream processing to be highly parallel.

We present Jetstream, a network analytics system that leverages optimized pipeline-based
stream processing, and a Prometheus [11] and Grafana [7] based query backend. We implemented
five applications, including a heavy-hitter detection which, by design has 100% accuracy, traffic
accounting, DDoS detection, a TCP out-of-order segment detector, and a complex auto-encoder
based intrusion detection system modeled after Kitsune [118]. Jetstream scales linearly with core

count across machines and can process over 200 million packet records per second leveraging only
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3 commodity servers. The optimizations we introduce allow our stream processing component to
outperform Spark by roughly 3x when streaming from memory (this was to isolate the benefits of

the optimizations from the benefits of Jetstream including kernel bypass and Spark not).

4.2 Motivation

In this section, we motivate Jetstream by exploring the roles and limitations of data plane and

software components in current monitoring systems.

4.2.1 Compromising on Flexibility

Recent work has focused on taking advantage of the programmability of switches to offload analytics
from software stream processors to the network data plane, under the assumption that the software
is not suitable for high-traffic environments. While the approach can improve performance, it also
has significant drawbacks related to flexibility.

Flexibility describes how adaptable a network analytics platform is to evolving user require-
ments. For this chapter we split up flexibility slightly differently than before (compare section 2.3):
For the context of network analytics, there are several axes: application flexibility, gauged by the
classes of applications and metrics the system can support efficiently; programming flexibility, or
the capability to implement functionality with high level programming languages and standard
algorithms; and scalability, the ability to increase network coverage or the number of concurrent
monitoring applications without decreasing overall system efficiency.

All prior work that offloads analytics to the data plane sacrifices multiple axes of flexibility due
to inherent limitations of line-rate hardware. One line of work, sketching, offloads the computation
of a sub-class of streaming statistics to data plane hardware using memory-efficient probabilistic
data structures. Due to their memory-efficiency, sketches can scale to high network coverage [185]
and many concurrent applications [107] using the limited amounts of line rate memory in data plane
hardware. However, sketches sacrifice application and programming flexibility — they only support

a certain class of streaming statistics (an already specific subclass) and require system developers



66

to implement their metric calculation functions as sketching algorithms, which can be challenging
to design.

Another line of work [122] compiles more general flow statistic calculation functions to pro-
grams that are split between servers and data plane hardware. Compared to sketches, these com-
piled packet queries offer improved programming flexibility because they allow users to implement
statistical calculation with traditional algorithms and higher level languages. However, they sacri-
fice scalability. Without the probabilistic data structures of sketches, memory requirements in the
data plane are significantly higher. As flow rates or the number of applications grow, the propor-
tion of work done by the backing servers increases, drastically reducing overall system performance.
Further, although compiled queries support a broader class of metrics than sketches, they are still
limited by the computational capabilities of the underlying switch hardware, which can only imple-
ment simple stateful functions [152] and have limited support for mathematical calculation [148].

A different, bolder approach was taken with Sonata [79], which introduces the idea of using
the data plane for filtering in addition to aggregation. The idea is to forward packet measurements
of relevant flows to a scalable stream processing cluster that calculates metrics implemented in
high level languages. Still, again based on the assumption that software cannot scale to high traffic
rates, the system relies on heavy filtering and partial analytics offload to hardware which limits

possible applications.

4.2.2 Software Network Analytics Strawman

Why are stream processing systems unable to process at high enough rates, causing systems such
as Sonata [79], which leveraged Spark as its processing engine, to need filtering to keep up? To
help with this question, lets start with a strawman ideal system (as illustrated in Figure 4.1) —
where the network switches capture some record about every packet, pass that to a cluster running
software to process in real-time, and then stores the information in a database for administrators
and monitoring systems. With this, there are two key observations that highlight opportunities to

challenge this basic assumption that software isn’t fast enough.
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Figure 4.1: Strawman network analytics system.

General purpose means less efficient

Stream processors run on general-purpose hardware with general compute capabilities, so all the
application metrics can be implemented. But, the systems are themselves designed for general use
and aim to provide acceptable performance in diverse workloads, e.g., business, science, finance,
and for a wide range of compute graphs and physical topologies. The generality comes at the cost
of extra overhead that applies to every record the system processes [115]. This overhead greatly
reduces performance with network analytics workloads, which are characterized by high rates of
small records.

As a simple example, consider packet processing systems such as netmap [141] and DPDK [84]
which regularly report the ability to process in excess of 10M packets per second per core. In
contrast, a simple analytics program implemented in Spark [187], which receives packet headers as
input and counts the total number of packets, has a total throughput of around 1M network packet
records per second per core, or > 10x lower. But it’s not just kernel bypass I/O, as we detail in
Section 4.4.2. There are a number of optimizations, which collectively, can greatly improve the

performance of stream processing, just by narrowing the scope to network analytics.
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Choke points and bottlenecks

One reason to use software is scalability. That is, we want to run multiple analytics applications
simultaneously, and dynamically change them over time. To support this in a stream processor
used for network analytics, the software needs to distribute the stream of telemetry data to the
applications. A naive solution would broadcast to all applications, and a slightly better one would
send just the subset of records a given application needs to that application. This is one choke point
— simply analyzing a high rate stream to decide where each record should go requires processing
that, in a general-purpose stream processor, is expensive.

Once within the application, a second choke point is the software component that needs to
load balance the traffic to one of potentially many worker instances that can process the stream.
Finally, a typical stream processing network analytics application would aggregate results across
the instances to output the metric(s) of interest. This requires each worker to send data to a single

aggregator — a third choke point.

4.3 Introducing Jetstream

Jetstream is a high-performance network analytics system that makes no compromises on flexibil-
ity. It lets applications perform packet analytics, including the calculation of arbitrary metrics,
entirely in software and scales linearly with server resources. To overcome the issues observed in
section 4.2, we co-designed the telemetry, analytics processing, and analysis interface to keep the
stream processing units entirely parallel (as pipeline units). As figure 4.2 illustrates, the design
moves functionality out of the stream processor to eliminate choke points: we move distribution
and load balancing into the network switches (for analytics-aware network telemetry — section 3.6),
and push aggregation to the database and analysis system (for user analysis with on-demand
aggregation). We are then left with highly parallel stream processing, to which we then apply
domain-specific optimizations for high-performance network analytics.

Using Jetstream

Jetstream is designed to support two common network analytics tasks. First, stream processing
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Figure 4.2: Jetstream network analytics system

applications that operate on records of every packet. A stream processing application could be
a header-based intrusion detector [118], a queue depth monitor that alerts network controllers of
congestion and its root cause [157], or a metric calculator that generates records for higher level
network monitoring applications. These applications are built by composing stream processing
kernels that are either drawn from Jetstream’s standard library, or implemented as custom C—++
classes. Second, Jetstream also supports analytics queries that poll a timeseries database storing
flow metric time series, e.g., the average rate of every TCP flow at 1 second intervals. The queries
can be written by the operator, e.g., for interactive debugging [122], or by other systems, e.g., a

network controller [36, 73].

4.3.1 Analytics-aware Network Telemetry

The telemetry plane is the component of a monitoring system that operates at line rate and is
integrated into the packet processing pipelines of reconfigurable switch hardware, e.g., P4 en-
gines [38, 124] in order to efficiently export packet records to the analytics tier. It cannot imple-
ment an entire monitoring application because of the restrictions that switch hardware enforces

to support line-rate operation [152]. It can also perform lightweight preprocessing to reduce the
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analytics workload: removing packet payloads [80], filtering out unmonitored flows [79], calculating
simple aggregate statistics [122], or sampling [185].

Jetstream leverages this technology for telemetry and offloading distribution and load bal-
ancing of telemetry data streams by tightly integrating with the *Flow analytics interface described

in section 3.6.

4.3.2 Highly-parallel Streaming Analytics

The streaming analytics component analyzes traffic at the packet level, touching on every single
exported packet in software. It is the core component of the overall Toccoa system, supporting
custom applications implemented as stream processing programs.

The benefit of stream processing, as a paradigm, is compartmentalization of state and logic.
Processing functions only share data via streams. This allows each processing element to run in
parallel, on a separate processing core or even a separate server. In this model, each processor (or
kernel) usually transforms data (or tuples) from one or multiple input streams into one or multiple
output streams by performing some sort of stateful or stateless computation on the tuples and
including the results in the output tuple. A program is a processing graph (or pipeline) that is
organized in several stages. Each stage performs one computational task that transforms the stream
of tuples (e.g., map, filter, or reduce). In traditional stream processing, applications scale at the
stage level by adding or removing kernels. Each kernel typically runs in a separate thread and
maps to a physical processor core. This model requires load balancing in software and introduces
choke points reducing overall performance (see Section 4.2.2).

To avoid such choke points and achieve overall high throughput, we scale at the granularity of
full pipelines. Multiple such pipelines can run in parallel and map to a subset of the machine’s cores.
*Flow’s analytics plane interface component assigns packet records to these pipelines by setting the
UDP destination port number. On the network interface cards of the analytics machines, packets
are placed into individual hardware queues based on the destination port number. Individual

Jetstream pipelines then read from their assigned queue. In order to scale to entire large-scale
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networks, multiple of such pipelines can run in parallel by making use of the partitionability of

packet records. We elaborate on the streaming analytics component in more detail in Section 4.4.

4.3.3 User Analysis and Monitoring with On-Demand Aggregation

The results of the stream processing pipeline, which will generally consist of high level information
at lower rates, can be fed into security systems as alerts [142] or stored in a time series database
for visualization, auditing, and offline analysis [172]. We designed a monitoring system that allows
users to define, query, and analyze their own application-specific flow metrics, calculated by the
stream processing pipeline. The monitoring system consists of an application for metric collection,
a proxy that facilitates the transfer of data between the stream processor and a database, and a
database that allows users to query collected metrics at any level of flow aggregation, i.e., over any
subset of IP 5-tuple fields.

Collecting metrics for all flows in the database can require aggregation across parallel in-
stances of the metric calculation pipelines. To maintain pipeline independent processing, we push
cross-pipeline data aggregation into the database itself, which is already optimized to aggregate data
from many sources. Each metric calculation pipeline streams data directly into its own database
proxy, which exposes per-instance flow metrics through an interface that the database scrapes.

The database handles data aggregation across application instances by matching and accu-
mulating metrics with the same name and type. Users can then query the database to extract their
desired network metrics. We dive into each phase of the user analysis and monitoring system in

Section 4.5

4.4 High-Performance Stream Processing for Network Records

The *Flow analytics plane interface sends telemetry records directly to the load balanced stream
processing pipelines of one or more Jetstream applications. This allows the pipelines to avoid
interaction (e.g., the first two choke points in section 4.2) and enables us to focus entirely on

optimizations for the workload. In this section, we explore some of the distinct characteristics of
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packet analytics workloads and how we can optimize stream processors for them.

4.4.1 Packet Analytics Workloads

We identify six key differences between packet analytics workloads and typical stream processing
tasks.

High Record Rates

One of the most striking differences between packet analytics workloads and typical stream pro-
cessing workloads are higher record rates. For example, Twitter reports [173, 174] that their stream
processing cluster handles up to 46 M events per second. For comparison, the aggregate rate of
packets leaving their cache network is over 320 M per second, and this only represents approximately
3% of their total network.

Small Records

Although record rates are higher for packet analytics, the sizes of individual records are smaller,
which makes the overall bit-rate of the processing manageable. Network analytics applications
are predominately interested in statistics derived from packet headers and processing metadata,
which are only a small portion of each packet. A 40 B packet record, for example, can contain the
headers required for most packet analytics tasks. In contrast, records in typical stream processing
workloads are much larger.

Event Rate Reduction

Packet analytics applications often aggregate data significantly before applying heavyweight data
mining or visualization algorithms, e.g., by TCP connection. This is not true for general stream
processing workloads, where the back-end algorithm may operate on features derived from each
record.

Simple, Well Formed Records

Network packet records are also simple and well formed. Each packet record is the same size and
contains the same fields. Within the fields, the values are also of fixed size and have simple types,

e.g., counters or flags. Records are much more complex for general stream processing systems
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because they represent complex objects, e.g., web pages, and are encoded in serialization formats
such as JSON and protocol buffers.

Network Attached Input

Data for packet analytics comes from one source: the network. Be it a router, switch, or middlebox
that exports them, they will ultimately arrive to the software via a network interface. In general
stream processing workloads, the input source can be anything: a database, a sensor, or another
stream processor.

Partionability

There are common ways to partition packet records, e.g., for load balancing, that are relevant to
many different applications. Further, since the fields of a packet are well defined, the partitioning is
straightforward to implement. In general stream processing workloads, partitioning is application

specific and can require parsing fields from complex objects.

4.4.2 Optimization Opportunities

Based on these observations of the packet analytic workloads, we identified four important com-
ponents of stream processing systems where there is significant potential for optimization. We
measure the benefit of these optimizations in section 4.7.1.

Data Input

In general-purpose stream processing systems, data can be read from many sources such as a
HTTP API, a message queue system (such as RabbitMQ [12] or Kafka [25]), or from specialized
file systems like HDFS [9]. These frameworks can add overhead at many levels, including due
to context switches and copy operations. Since packet analytics tasks all have the same source,
the network, a stream processing system designed for packet analytics can use kernel bypass and
related technologies, such as DPDK [5, 84], PF_RING [128], or netmap [141], to reduce overhead
by mapping the packet records directly to buffers in the stream processing system.

Zero-Copy Message Passing

Through our initial experiments we have identified that for most applications the performance of
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a single processor within the stream processing graph is I/O-bound. Specifically, frequent read,
write, and copy operations into the queues connecting kernels introduce significant performance
penalties. Since packet records are small and well formed, a stream processing framework for
packet analytics can eliminate this overhead by pre-allocating buffers and simply passing pointers
between processors, to significantly improve performance.

Concurrent Queues

Elements in a stream processing pipeline communicate using queues, which can themselves have
significant impact on overall application performance. We identified thread-safety and memory
layout primitives as primary bottlenecks in queue implementations. Jetstream’s design, in which
stream distribution and load balancing is offloaded to the data plane, means that most queues
connect a single producer and consumer. This allows us to implement an efficient, lock-less queue
with a simple memory layout that maximizes performance.

Batching

Batching can improve performance in multiple ways. Batching access to queues amortizes the cost
of individual queue and dequeue operations. Batching packet records by flow, as done by *Flow,
amortizes the cost of hash table operations necessary to map each packet record to a flow. We
designed our queues such that they support enqueueing and dequeuing operations in batches with
only a single atomic write per batch. Doing this reduces the number of atomic operations by a
factor of the batch size. We found the optimal batch size to be 64.

Hash Tables

Often, network analytics software needs to map packet records (or batches of packet records) to
prior flow state. This requires a hash table, which itself can be a bottleneck [191, 66]. Since packet
records are well formed and have fixed width values, there are many optimizations that we can
apply to the data structures used internally by the stream processor, for example, flat layout in

memory to avoid pointer-chasing.
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4.5 User Analysis and Monitoring with On-Demand Aggregation

The Jetstream analysis and monitoring system provides a way for users to extract and analyze
user-defined flow metrics from the network for both on and offline analysis. This component
consists of three parts that we describe below: an interface for stream processing pipelines to export
application-specific flow metrics, a local metric collection proxy for each pipeline that exposes a
poll-based interface, and a back-end database that stores the metrics as time series data that can
be queried for statistics at custom levels flow of aggregation.

Exporting Flow Metrics

Flow metrics are calculated by Jetstream stream processing applications, which operate over packet
records. Jetstream’s metrics_broker API allows application pipelines to stream arbitrary flow
metrics to a database proxy. The API converts metric data into the Protocol Buffers serialization
format [75], streams it to the proxy, and using a remote procedure call over GRPC [8], tells the
proxy to update the metrics in the database.

The Jetstream metrics_broker API accepts a metric name, metric value, and flow key. It
packs the input into a protobuf stream structure that contains fields for the input parameters and
an auto-generated timestamp. In order to prevent a Jetstream application from streaming metric
data on every packet record, metrics are streamed to the proxy at a user-defined rate from the
application.

Database Proxy

The database proxy sits between a Jetstream application and the database, converting data into
the appropriate format. In order to prevent data aggregation in-line resulting in cross-core com-
munication, a database proxy is instantiated for each instance of an application and subscribes to
an instance’s metric stream. Omnce subscribed, the proxy receives a stream of metric data from
the application and executes the received GRPC update commands. In our prototype, we convert
metric data into a format for the Prometheus time series database, which supports the following

metric types.
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The counter metric represents a cumulative and monotonically increasing value. For exam-
ple, in a Jetstream application, a counter is ideal for counting the total number of bytes or packets
in a connection. A gauge can be set to a specific value, reset to zero, increased, or decreased in
value. For example, a gauge would be ideal for maintaining the active number of connections to a
specific IP address. The histogram metric is used to store samples into buckets of user-defined size
and maintains a per bucket count of samples. Similar to histogram, the summary metric maintains
histogram-like buckets but over a sliding window.

Database

The Prometheus database polls the proxies’ APIs for the current metrics. Prometheus takes the
counters, which contain a metric name, metric value, and metadata, from the API and stores the
data into its time series database. Prometheus supplies a query language and API, which allows
a user to extract network traffic metrics from the database. In order to provide an accurate look
into the network at all times, we utilize Grafana [7], a tool that constantly queries the Prometheus
database and provides an up-to-date view of user-defined metrics.

Example Applications and Queries

For each application described in 4.6.4, we provide example Prometheus queries to illustrate how
a user can interact with and extract user-defined metrics from their Jetstream applications.

For the traffic accounting application, Prometheus maintains individual counter metrics for
each component of a GPV’s 5-tuple. For example, tp_src_bytes represents the application’s ex-
ported metric name for counting bytes per source port. A user can use Prometheus’ rate () function
to calculate the average number of bytes per second sourcing from port 443 over the last minute

using the following query:

rate(tp_src_bytes{tp_src="443"3}[1m])

Note that since load balancing across instances of the same application is done by hashing

the GPV’s 5-tuple, the same IP addresses, for example, will end up across multiple instances of the
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application, resulting in multiple total packet counters exposed by the HTTP APIs for the same
IP address. When Prometheus queries each proxy’s API, the counters with the same metric name
and metadata are aggregated in the database automatically. As a result, the database maintains
the correct total GPVs, packets, and bytes per 5-tuple component.

The heavy hitter application, which looks for IP addresses sending or receiving > 6% of the to-
tal packets in the network, exports heavy hitter candidates with the metric name ip_heavy hitters.
In order to identify the top k£ heavy hitters from the candidates stored in the database, we can

issue a query as follows:

topk(k, ip_heavy_hitters)

This query takes a vector of the heavy hitters candidates and topk() returns the k largest
values (and their IP addresses).

The TCP analysis application looks for out of order packets in a TCP flow. Flows with at
least one out of order packet are exported to the database with the metric name tcp_seq and the
metric value counting the number of out of order packets in the flow. If a user wants to find which
flows originating from the 192.168.0.0/16 subnet and port 443 have more than 10 out of order

packets, the user can issue the following query to the database:

tcp_seq{ip_src=""192.168.+.+" ,tp_src="443"} > 10

The query for Slowloris detection is as simple as slowloris_candidate, since all of the
processing can be done in Jetstream without cross-core communication and the application just
exports which IP addresses are Slowloris candidates. The metric name is slowloris_candidate
and the value of the metric is the connections per byte for the IP address.

For each of the above example queries, we plugged them into Grafana in order to constantly

query the database, giving us real-time network statistics.



78

4.6 Programmability and Applications

Processing packet records in software as opposed to implementing basic computation in the teleme-
try plane allows for virtually unlimited programmability and flexibility. Analytics applications can
be written in a general purpose language and for general-purpose hardware. Therefore Jetstream
applications can easily be prototyped, tested, and deployed. Jetstream is implemented in C++ and
compiles to a dynamic library that applications can easily link against. This library does not only
include the stream processing core and runtime environment, but also a variety of pre-built proces-
sors that can be used to rapidly build network monitoring and analytics applications. Additionally,

application developers can define custom processors.

4.6.1 Input/Output and Record Format

As Jetstream’s telemetry component extends a prior telemetry system, *Flow, we leverage *Flow’s
record model, grouped packet vectors.

Jetstream connects with *Flow’s analytics plane interface which exports grouped packet vec-
tors. Unlike traditional flow records, GPVs still contain individual packet data (such as individual
timestamps, byte counts or TCP flags) through feature vectors. We leverage GPVs that include in-
dividual microsecond timestamps, byte counts, hardware queuing delays, queue id’s, queue depths,
IP ids, and TCP sequence numbers.

The primary packet input mechanism in our system leverages netmap [141], a kernel-bypass
mechanism allowing the mapping of NIC buffers directly into the stream processor’s (user space)
memory. Using this, we are able to inject packet records at high rates into the Jetstream analytics
system without allowing costly and frequent system calls to become a bottleneck in the processing
pipeline. While kernel-bypass NIC access is the primary packet interface in our system, we also
implemented the ability to read GPVs from memory, from files, from standard sockets, or to receive

raw packet records using PCAP [18] or the TaZmen sniffer protocol [181].
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4.6.2 Programming Model

The stream processing paradigm provides a perfect starting point for a library of reusable code
for network analytics. Code modules can simply be implemented as custom processors that define
a number of input and output ports of different types. Interconnecting such pre-defined elements
then assembles a full application. A simple application printing packet records received over a

network interface can be defined like this:

int main() {
jetstream: :app app;
auto receive = app.add_stage<jetstream::nm_gpv_receiver>("enp24s0£f0");
auto print = app.add_stage<jetstream: :printer<starflow::gpv_t>>(std::cout);
app.connect<starflow: :gpv_t>(receive, print);
return app();

jetstream: :app here describes a pipeline or application which can be executed by calling
the function call operator on the application object. Using this API, each application defines the
processing steps (stages) it requires.

Jetstream includes a standard library of common subtasks that can be chained to build a
full network analytics application. Processors in this library include filter, map, reduce, count,

join, and print.

4.6.3 Custom Processors

If an analytics application requires processing logic, data types, or interfaces that are not covered by
Jetstream’s library, application developers can implement their custom processing elements that can
easily be integrated into applications and then automatically take advantage of Jetstream’s scaling
and load balancing capabilities. A custom processor is simply a subclass of jetstream: :proc. In
the constructor of the subclass, input and output ports can be defined before implementing the

processor logic in the operator () () method. Every processor has a set of input and output ports
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that are typed and have a unique id. The ports can then be used to receive or send elements,

respectively. A full custom proc can then be implemented like this:

class print : public jetstream::proc {
public:
print() { add_in_port<starflow::gpv_t>(0); }

bool operator() () {
starflow::gpv_t gpv; jetstream::signal sig;
in_port<gpv_t>(0)->dequeue_wait(gpv, sig);
std::cout << gpv << std::endl;
return sig == sig::proceed;
X
+;

In addition to directly subclassing jetstream: :proc, predefined processors for common in-

put/output scenarios exist that can further simplify this code.

4.6.4 Standard Applications

Here we show the flexibility of Jetstream, and one’s ability to query the backend database for
arbitrary network statistics. We implemented four standard network monitoring applications, which
range from basic traffic accounting to DoS detection.

Traffic Accounting

For traffic accounting, we count the total number of GPVs, packets, and bytes for each component
of a GPV’s 5-tuple (e.g. IP protocol, source IP, source port, destination IP, and destination port).
Heavy-Hitter Detection

The heavy hitter detection application looks for IP addresses sending or receiving > 6% of the
total packets in the network. We implemented the KPS heavy hitter detection algorithm described
in [92] and stream heavy hitter candidates to the database proxy.

TCP Analysis

Here we monitor TCP flows that transmit out of order packets. Out of order packets can be a result

of a number of network issues such as packet drops, loops, reordering, and duplication [87]. Flows
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with more than one out-of-order packet are sent to the monitoring database for further analysis.
DoS Detection

Our DoS detection application looks for Slowloris attacks [58], a resource exhaustion attack that
consumes a webserver’s connection pool. We identify such attacks with two subqueries. One
subquery counts the number of unique connections. The other subquery maintains the total number
of bytes flowing toward a destination IP. These two queries are joined to calculate the average
connections per byte. Hosts with more connections per byte than a predefined threshold are
reported to the database. For this application, we load balance across the destination IP address
instead of the 5-tuple to maintain accurate destination IP byte counts prior to joining the two
queries. *Flow’s analytics plane interface allows specifying the header fields over which a hash is

computed on a per-application basis.

4.6.4.1 Advanced Applications

For our last application, we took Mirsky et al.’s autoencoder-based network intrusion detection
system, Kitsune [118], ported it from Python to C++, and implemented it on top of Jetstream.
We ran Kitsune on Jetstream to demonstrate Jetstream’s ability to achieve high throughput for
highly specialized and complex applications. While Kitsune is not part of our formal evaluation,
and was implemented as a proof of concept, we were able to achieve a 76.9 thousand packets per

core throughput, which is approximately twice as fast than the author’s own implementation.

4.7 Evaluation

We thoroughly evaluate the performance of our prototype implementation using three different sets
of benchmarks. First, we evaluate the effects of a subset of the different optimizations that we
performed (Section 4.7.1). Second, we evaluate the overall system scalability and performance in a
realistic network environment for different example applications (Section 4.7.2). Third, we evaluate

the resource utilization of our PFE implementation.
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Figure 4.3: Comparing Jetstream with Spark

Jetstream can scale beyond 50 million packet records per second per pipeline when using
GPVs and beyond 30 million packet records per second without GPVs. It outperforms similar
applications implemented in Spark Streaming by 3.3X when reading from memory and by 17.7X
when reading from the network for two cores. Jetstream scales linearly with core count where
Spark does not provide scalability for this type of workload. Figure 4.3 shows the details of this
experiment.

Experiment Setup

We used the Cloudlab network experimentation platform [59] for all of our benchmarks. Our
experiment topology consisted of six servers interconnected over two separate 10GbE networks.
The two nodes were equipped with two 10-core Intel Xeon E5-2660 v3 CPUs clocked at 2.6 Ghz.
FEach node had 160GB of ECC DDR4 memory. The nodes were connected to a central switch over
two 10Gbit /s networks with Intel X520 converged Ethernet adapters. Each NIC has 40 independent
receive and transmit queues per port that fit 2048 packets each. For all experiments we used packet

traces from a 10Gbit Internet core link collected by CAIDA in February 2015 [43].

4.7.1 Stream Processing Optimizations

In Section 4.4.2, we outlined six software analytics optimizations for the unique characteristics of
packet analytics workloads. We now evaluate a subset of these optimizations with a basic Jetstream

application that counts the number of bytes per source IP address. While the implementation for
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this application is not complex, it still examines every single packet record. We show the perfor-
mance of computationally more demanding applications in Section 4.7.2. For each optimization,
we demonstrate their effectiveness by comparing the throughput of our application with all opti-

mizations enabled with the same application without the respective optimization.

_g 1.00 A [

3]

.f_E 0.754

o — packets

.2 0.50 -

K — GPVs

2 0.254

IS

8 0.00 T T T T T
0 25 50 75 100

throughput [M packet records/s]

Figure 4.4: Jetstream throughput using GPVs vs. individual packet records

Record Format

Jetstream operates on grouped packet vectors (GPVs), batches of packet measurements grouped
by IP 5-tuple in the data plane forwarding engine. Figure 4.4 depicts the distribution of measured
application throughput using GPVs compared to using packet records. GPVs provide an average
of 5.4x speedup over individual packet records by amortizing the overhead of hash table and queue
operations. The mean GPV length in our traces was 8.2 — speedup was not equal to GPV length

because a GPV is also larger than an individual packet record, representing a small overhead.
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Concurrent Queues

Jetstream uses a highly optimized queue to minimize the overhead of communication between ele-

ments in the stream processor. Figure 4.6 compares its overall performance to that of the C++ STL
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standard queue (made thread-safe through basic mutexes). Our optimized queue implementation
improved application throughput by over a factor of 3X.

To drill down into the specific optimizations, we benchmarked different queue implementa-
tions (see Table 4.1) using a simple micro-benchmark connecting two kernels passing 32 B records.
The full set of results is shown in figure 4.5. We started out with two simple lock-based queue
implementations (queue 1 and queue 2) and improved this design to a lock-free linked list imple-
mentation (queue 3). The lock-free implementations achieved thread safety using C++11 memory
ordering primitives and atomic variables.

Finally, we extended the lock-free queue to use a ring buffer instead of a linked list (queue
4 and queue 5) and limited buffer sizes to powers of two (queue 5), allowing us to use bit logic

instead of more expensive modulo operations to handle slot index rollover.
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Figure 4.7: Jetstream throughput when using a flat hash table implementation vs. the C4++ STL

hash table

Hash Tables

Packet analytics often relies on hash table data structures, e.g., for mapping packet records to
per-IP state. Jetstream uses a flat hash table with linear probing [153], where keys and values
are stored directly into the data structure’s slot array. This provides a 1.8X speedup compared to

the std: :unordered map, an efficient container-based chaining implementation (Figure 4.7). The
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speedup is due to eliminating pointer operations and improving cache locality [155].
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Figure 4.8: Jetstream throughput: netmap vs. Linux sockets

Network Input

Jetstream uses netmap [141] to map NIC buffers directly into the analytics pipeline’s memory space
and bypass the OS kernel. Figure 4.8 shows a single application pipeline’s throughput with netmap
compared to an identical implementation that uses a basic Linux datagram socket instead. Netmap

provided a speedup of 2.8X by avoiding the overhead of transferring packets through the OS stack.

4.7.2 Scalability

Building on the previous benchmarks, we now benchmark Jetstream’s performance and scalability
at a macro level using the applications described in 4.6.4. In this experiment, we modeled a
scenario where 3 switches stream GPVs across the network to 3 Jetstream analytics servers running
application pipelines. We model the switches by running a software implementation of *Flow on 3
separate servers in the Cloudlab network, driven by real-world packet traces from CAIDA. In each
run of the experiment, we add an additional application pipeline instance to the Jetstream cluster.
Each pipeline uses two cores scaling to a total of 8 pipelines per server, or 24 pipelines using 48

cores across 3 servers.
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Figure 4.9: Scalability of different Jetstream applications across servers

Figure 4.9 shows the effectiveness of Jetstream’s design of independent processing pipelines
and offloaded load balancing and aggregation. Jetstream scales linearly with core count across
machines and can process over 200 million packet records per second leveraging only 3 commodity
servers. Section 4.8 discusses what this throughput means in terms of deployment cost using real-
world data center traffic statistics. The bottleneck in all benchmarks was the interface between
the netmap driver and Jetstream, suggesting that future optimizations there could further increase

performance.

4.8 Deployment Analysis

We analyze the cost of network-wide telemetry with Jetstream based on the 24 hour traces from
Facebook production clusters [144, 69]. Table 2.1 summarizes the clusters. We model a deployment
scenario where packet-level telemetry and load balancing is done by ToR switch closest to the
destination host. Each ToR forwards packet headers to a Jetstream processing server selected by
load balancing based on hash of packet IP 5-tuple, which runs the applications described in prior

sections to calculate flow metrics.
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Figure 4.10: Analytics deployment cost with Jetstream and Spark.

Figure 4.10 shows the cost of an individual application, in terms of processing cores required
during peak load in each cluster. We derived peak load by measuring the packet rate of each top-
of-rack switch (ToR) in each cluster and then scaling it by a factor of 30,000, the sampling rate of
the data set. Jetstream required 187 cores for analytics across all three clusters, or approximately
12 16-core servers. Spark, for comparison, would require over 3312 cores for the same workload —
a roughly 200 node cluster just for analytics.

The other cost of monitoring is network utilization for carrying the telemetry data. In this
trace, the ToR with the highest peak throughput would generate less than 1.6 Gb/s of telemetry
data at all times, assuming 64B of data per packet (GPVs would reduce this). For every other

ToR, the peak telemetry data generation rate would be under 0.41 Gb/s.

4.9 Related Work

Jetstream is a fast and flexible network analytics system. It builds on prior work on network
monitoring, stream processing, and high performance packet processing.

Network Monitoring

Jetstream is a platform for push based network monitoring, in which the network data plane streams

records describing traffic to analytics processes. Records can describe individual packets [80, 167, 94]
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or aggregates of multiple packets in the same flow [155, 79, 122, 103].

Packet level records typically contain fields from the packet’s header and additional metadata
about network performance, e.g., queue depths [80, 167, 94]. These records are simple for switches
to generate, as there is no stateful processing or metric calculation required. Packet records also
contain more information than aggregate records, enabling applications that pinpoint the root
causes of network issues [80] accurately detect network threats [118]. Jetstream compliments these
packet-level monitoring systems and applications; it is the first general platform for processing
packet level records efficiently once they leave the data plane. As the analysis in Section 4.8
showed, efficiency is crucial when deploying packet-level applications in real high speed networks.

Aggregate records, e.g., IPFIX [57] or NetFlow [83] records, contain summarize multiple
packets to reduce the analytics workload. Many recent systems have focused on how to efficiently
generate aggregate records [155, 79, 122, 103] with programmable switch hardware [152, 124].
Jetstream’s efficiency makes it practical to move the flow record generation into software. This has
two main benefits. First, it increases flexibility, as some applications [126] require flow metrics that
are too complex for switch hardware to implement [148]. Second, it frees up switch memory, which
is only around 10-32 MB [122], for more critical data plane services, e.g., forwarding.

Stream Processing

The distinguishing feature of Jetstream, compared to general purpose stream processors [187],
is its optimization for network analytics workloads. Jetstream mirrors other recent work that
optimizes stream processing for specific applications. AWStream [189] focuses on wide-area stream
processing, Drizzle [176] balances latency, throughput, and fault tolerance for real-time applications,
StreamBox [115] optimizes for single-node stream processing, and RaftLib [33] automates load
balancing for compute-intensive applications.

High Performance Packet Processing

Jetstream is closely related to work on optimizing software packet processors. It leverages Netmap [141]
to improve performance by bypassing the kernel stack. Like Click [96], Jetstream minimizes the

overhead between invocations of functions in a software pipeline. However, it achieves this with
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zero-copy queues, similar to NetBricks [131] rather than virtual function calls. Jetstream supports
a more general programming model than these systems, in which the inputs and outputs of each
function can be a stream of arbitrary C++ objects, rather than packet objects. Similar to Route-
Bricks [66], Jetstream exploits multi-core, multi-queue parallelism. However, Jetstream is designed
for more complex and general processing, where a single record may be processed by an arbitrary

number of cores.

4.10 Conclusion

This chapter introduces Jetstream, a flexible and high performance traffic analytics platform. The
key is applying a holistic treatment to the problem of traffic analytics. We pinpoint choke points in
software stream processors and design Jetstream’s architecture to eliminate them and enable fully
parallel analytics pipelines. We then identify domain specific optimizations for the core stream
processing engine to alleviate remaining bottlenecks.

The resulting prototype of Jetstream scales to > 70M packets per second per 16-core stream
processing server, an improvement of over 3x compared with Spark. Benchmarks show that Jet-
stream’s integration with the *Flow data distribution and load balancing system, enables linear
scaling with addition of servers while only requiring moderate switch resources. Jetstream scales
linearly with core count across machines and can process over 200 million packet records per sec-
ond leveraging only 3 commodity servers. Using a large-scale trace based analysis, we demonstrate
that Jetstream can analyze measurements from every packet in Facebook clusters representing over
20,000 servers using only 12 analytics servers.

Jetstream represents an ideal combination of performance and flexibility that makes packet
and flow analytic practical at large scales in real networks. It also paves the way for new applications
that perform more advanced analytics without being constrained by the underlying data plane

hardware.



Chapter 5

Persistent Interactive Queries for Network Security Analytics

Network monitoring is an increasingly important task in the operation of today’s large and
complex computer networks. In recent years, technologies leveraging software defined networking
and programmable hardware have been proposed. These innovations enable operators to get fine-
grained insight into every single packet traversing their network at high rates. They generate packet
or flow records of all or a subset of traffic in the network and send them to an analytics system that
runs specific applications to detect performance or security issues at line rate in a live manner.

Unexplored, however, remains the area of detailed, interactive, and retrospective analysis of
network records for debugging or auditing purposes. This is likely due to technical challenges in
storing and querying large amounts of network monitoring data efficiently. In this work, we study
these challenges in more detail. In particular, we explore recent advances in time series databases
and find that these systems not only scale to millions of records per second but also allow for
expressive queries significantly simplifying practical network debugging and data analysis in the

context of computer network monitoring.

5.1 Introduction

Network analytics systems focus on the practical analysis of network records for performance
monitoring, intrusion detection, and failure detection [116, 79]. They use advances in parallel
software-based data processing, such as stream processing as well as kernel bypass technologies for

data input [66, 131, 141, 5].
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Together, telemetry and analytics systems provide fine-grained visibility into live network
conditions that is useful for many applications. But equally important and un-addressed by cur-
rent systems is visibility into past network conditions. There are a variety of reasons why such
information matters. For some applications, such as network auditing, historic information is sim-
ply required. For others, such as debugging, it is essential to not only identify that the network
is in a certain state, but also how it got into that state. In many cases, historic data is necessary
because analysis is too expensive to do in real time, and many times need human interaction to
investigate. For example, in security systems, a common scenario is to identify anomalies in real
time and tag related network monitoring records (packet or flow records) for offline analysis using
a heavier weight analysis system or assistance from a network administrator.

All of the above applications rely on retrospective queries about the network, which requires
some level of record persistence. This poses a significant challenge given the volume and velocity
of record-based monitoring data in networks. The challenge is not only due to the shear amount
of records that modern telemetry systems can generate, but also due to the high rates (hundreds
of millions of packets per second) at which today’s wide-area and data center networks operate.

In this chapter, we analyze this challenge in more detail and take first steps towards a
persistence system that supports not only live queries, but also retrospective queries. We explore
the requirements of such a system, identify time-series databases as a promising starting point,
and design strategies for using modern database engines with state of the art network telemetry
and analytics systems. Finally, we sketch the design of a next generation network monitoring
architecture, centered around programmable hardware that is composed of telemetry, analytics,

and persistence planes, that supports high performance expressive and retrospective queries.

5.2 Background

Databases have been successfully deployed and used for decades in a wide range of applications and
are the backbone of systems across all industries. Traditionally, databases have been used for online

transaction processing workloads, like in the financial, production and transportation industries.
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Advances over the past 10-15 years in data transmission rates and storage capacity have driven
the demand for a revolution in database and data analytics technologies. These workloads that are
significantly higher in both velocity and volume are commonly referred to as Big Data workloads. In
this section, we look at this spectrum of database technology to understand suitability for network

monitoring.

5.2.1 Database Models

Although initially database systems were designed around the rigid mathematical relational model,
the emergence of Big Data has led to new database designs straying from this original model.
These databases are often referred to as NoSQL databases as their relational counterparts use the
Structured Query Language (SQL) as their interface.

Relational database management systems (RDBMS) require data to be in a fixed format that
often needs to be broken up in several relations in order to fit in this model. Especially for modern
workloads, this process comes with significant performance drawbacks due to frequent joins. On the
other hand, relational databases are extremely powerful: They allow for complex data models, can
enforce rigid integrity constraints, follow a strong transactional model and have a very expressive
query interface through SQL.

NoSQL databases generally do not require this fixed storage format and are, as a result, easier
to adapt to custom, irregular and unstructured data. Additionally, they are optimized for large
volumes of data and often have better I/O performance and horizontal scalability properties than
their relational counterparts. This is mostly due to the lack of features that SQL-based systems

implement and enforce in the database layer, such as integrity constraints.

5.2.2 Time-Series Databases

Alongside the emergence of Big Data applications, the widespread deployment of IoT and general
sensor data applications has triggered a shift from traditional transactional database applications

to applications where data has a strong temporal character. A common example for such data is
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measurement-related data where an observation is associated with a time. A key characteristic of
such workloads is that this data is typically only written once, never updated and from that point
on exclusively read (queried). As a result, database systems optimized for this type of workload
and equipped with time-series related functions were proposed. These systems are referred to as
time-series databases.

As network monitoring data normally consists of measurements of some sort that are associ-
ated with their time of observation, time-series databases are a natural fit for our problem domain.
We experimented with several systems and soon realized that an expressive query interface, as
well as join operations across data stored at different levels of granularity (e.g., packet records vs.
flow records) are essential requirements for designing a practical and flexible persistence scheme for
network monitoring data.

Unfortunately, the vast majority of time-series optimized databases are implemented as some
sort of non-relational key-value store. While this is suitable for multiple independent series of
measurements that are never put in context with each other, this is not suitable for network
monitoring data (see section 5.5). TimescaleDB [172] provides a promising alternative: A relational
database management system that is optimized for time-series data. Timescale is an extension for
the PostgreSQL RDBMS, a database system that has been used for decades and is an industry
standard because of its many features, reliability and scalability [137]. TimescaleDB provides high
write throughput, good scalability and most importantly does not compromise on any traditional
database features by providing a full-featured SQL query interface and allowing for constraints and

joins.

5.2.3 Database Requirements for Network Record Persistence

TimescaleDB appears to be a good match for the application of network monitoring. In the
remainder of this chapter we seek to evaluate the suitability of TimescaleDB for this application.
In particular, we answer three key questions:

Is the query interface expressiveness enough? A network administrator must be able to
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quickly query the database system using a flexible, fast, and intuitive query system that meets
the needs of interactive analysis of historical network telemetry data. In Section 5.3 we provide
examples of such queries.

At what rates can we insert data? Inserting data into the database is a key challenge that
limits the applicability of the database. Network monitoring records are commonly generated at
rates of several million per second. As a result, a database system must be optimized for high write
rates, and we need to understand the degree of aggregation which is required to meet the insert
limits. In Section 5.4, we evaluate optimizations for write performance into TimescaleDB.

At what scale can we store data? At these high insert rates, massive amounts of data can
accumulate in short periods of time. The database system must be scalable enough to cope with
data volumes of billions of records. This, coupled with the aggregation levels, then determines the
window of time which network operators can interactively query. In section 5.5, we analyze the

storage requirements for network records at different granularities.

5.3 Querying Network Records

Before even discussing performance, we look at the expressiveness of TimescaleDB in the context of
network monitoring. We wish to run retrospective queries and allow for exploratory data analysis

on network records.

5.3.1 Network Queries

To demonstrate the flexibility of SQL for network monitoring records, we show a set of example
queries highlighting different language features of SQL and TimescaleDB:

1. Bin packet and byte counts in 1s time intervals: Timescale’s time bucket () function is useful
to make large amounts of time-series data manageable. For example, this query can be used to

generate a traffic graph over time.

SELECT time_bucket('l seconds', ts_us) AS interval,
SUM(pkt_count) AS pkt_count, SUM(byte_count) AS byte_count
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FROM gpv GROUP BY interval ORDER BY interval ASC

2. Count the number of packets per IP address from a particular IP subnet within the last hour:
PostgreSQL’s INET datatypes allows specifying queries that are not limited to a direct match on

an IP address but can efficiently query at the granularity of IP prefixes.

SELECT ip_src, SUM(pkt_count) AS pkt_count FROM gpv WHERE ip_src
<< inet '60.70.0.0/16' AND gpv.ts_us > NOW() - interval 'l hours'
GROUP BY ip_src

3. List packets that came from a particular IP subnet: A JOIN allows to query data across relations
and in this case can result in per-packet records including individual timestamps, packet sizes, or
TCP information. If the underlying packet records were already deleted, this query would still

succeed but only show aggregate information such as total byte and packet counts.

SELECT #* FROM (gpv RIGHT JOIN pkt ON gpv.gpv_id = pkt.gpv_id)
WHERE gpv.ip_src << inet '60.70.0.0/16'

5.3.2 Retrospective Queries and Debugging

In section 5.1 we explained how network analytics suites are optimized to process large
amounts of data quickly. This is important for the timely detection of intrusions or other issues
within the network. In the case of an anomaly, an analytics system can generate alerts but does
not have the ability to inspect the problem.

For example, a network record stream processor could detect an unusually high queue oc-
cupancy and queuing delay in a single queue of a switch; a problem often caused by incorrect
load balancing schemes or an adversarial traffic pattern. We now show how retrospective network
queries can in this scenario help a network administrator to determine if indeed a misconfiguration

is causing this effect or whether the network is simply at capacity.
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As a first step it is of value to determine what packets actually were in the queue while the

alert was raised:

SELECT DISTINCT gpv.ip_src, gpv.ip_dst, gpv.ip_proto, gpv.tp_src,
gpv.tp_dst FROM (gpv RIGHT JOIN pkt ON gpv.gpv_id = pkt.gpv_id)
WHERE pkt.ingress_ts >= '2018-02-19 12:59:11.595"' AND
pkt.ingress_ts < '2018-02-19 12:59:11.600' AND pkt.queue_id = '5'

This query returns a list of flows whose packets were in the respective queue at this specified
time. The administrator sees that the majority of packets were destined for particular IP subnet,
a cluster that serves video content. The routing configuration for this subnet shows, that it is
reachable via an ECMP group. After determining the links that are part of this group, the following

query can be used to get insight into the distribution of packets across these links:

SELECT pkt.queue_id, COUNT(pkt.queue_id) FROM (gpv RIGHT JOIN pkt
ON gpv.gpv_id = pkt.gpv_id) WHERE gpv.ip_dst << inet '53.231/16'
AND pkt.queue_id IN (4,5,6,7) GROUP BY pkt.queue_id;

If the returned distribution is roughly uniform, the load balancing scheme works, otherwise
there is an issue with this particular ECMP group and its hashing algorithm.

While the stream processor could include a digest of the packets which were in the particular
queue at the time, the problem may be located well beyond this single queue and finding the root
cause can require a more in-depth analysis of the state of the network. Record persistence and an
interactive query system allow an operator to analyze the problem in more detail across different
network devices with the goal of identifying the underlying issue.

Furthermore, as all of these queries, took less than one second to complete on a 200M packet
record dataset, this method is perfectly suitable for interactive debugging and exploratory data
analysis. While query performance might degrade with larger databases, there are ways to overcome
this issue through precompiling queries [6] or using specialized indices or views for frequently

performed queries.
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Figure 5.1: GPV INSERT vs. COPY performance

5.4 Inserting Network Records

A key challenge for the design and implementation of network record based monitoring systems lies
in dealing with high traffic rates of today’s networks. Database systems, as previously explained,
are usually not optimized for these write-heavy workloads and represent a performance bottleneck.
Therefore, the database write performance determines how many network records can be saved in
a given amount of time and at which level of aggregation they can be stored for network analy-
sis. We evaluate TimescaleDB in this regard and show optimizations that vastly improve insert
performance.

The injection process (commonly implemented through SQL INSERT statements) is associated
with complex underlying logic and tasks, such as updating indices, checking constraints, partitioning
data, and running triggers. These tasks can significantly hurt injection performance. TimescaleDB
helps in this case as it is optimized for mainly appending data as opposed to performing random
insert and update operations. TimescaleDB organizes data in chunks indexed by timestamp that
fit into memory. Each chunk has its own index. This means that the individual indices are small
and efficiently manageable. Chunks get written to disk asynchronously only after a chunk has been
filled entirely.

The insert performance can further be optimized by not using complex data constraints and

injecting data in chunks using the SQL COPY statement as opposed to using INSERT. PostgreSQL
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Figure 5.2: GPV COPY performance as a function of database size for PostgreSQL and
TimescaleDB

(Timescale’s underlying database) has a custom binary format and allows for fast inserts of chunks
of data in this format. Details on this feature and the format can be found in [138]. We compared the
performance of COPY and INSERT for different chunk sizes. Figure 5.1 shows the mean throughput
of injecting 10 million rows. At a batch size of 100K packets using COPY, we achieve an average
write throughput of 360K records per second. This is over an order of magnitude higher compared
to using INSERT.

We also compared the write-performance of TimescaleDB and standard PostgreSQL with
respect to the number of tuples already inserted. Figure 5.2 shows the results of this experiment.
We can see that PostgreSQL’s write performance is initially higher but degrades with database
size. TimescaleDB’s performance only slightly decreases with database size.

While a write throughput of 300K - 400K records per second is still over an order of magni-
tude lower than packet rates in high-speed networks, this rate can actually be sufficient for most
applications since not necessarily every packet needs to be stored at the highest level of granularity.
Using flow-based aggregation schemes, compression rates of 30-40x, while maintaining a good level
of detail per flow, are possible. We further elaborate on this in the next section. Additionally,
we believe that these write rates can be further improved by optimizing PostgreSQL storage and

transaction settings, as well as inserting records using multiple threads simultaneously.
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Field Length [Byte] Description

ts_us 8 absolute timestamp in ps
gpv-id 8 unique identifier

flow key 26 IP 5-tuple

- ip_src 8 IP source address

- ip_dst 8 IP destination address

- tp_src 4 source port

- tp_dst 4 destination port

- ip_proto 2 IP Protocol

sample_id 2 sample identifier

tap_id 2 tap identifier (e.g., switch)
duration 4 GPV duration in us
pkt_count 2 number of packets in GPV
byte_count 3 number of Bytes in GPV

Table 5.1: Grouped Packet Vector Format

5.5 Storing Network Records

As our goal is to enable interactive retrospective queries, the storage of the data base is critical in
determining the time window under which we can query. In order to maintain the ability to analyze
stored network records using expressive and powerful queries, a carefully designed storage format
is imperative. Furthermore, given the volume of records that can be generated, compression and
data retention strategies must be addressed. In this section we detail the data format and analyze

storage tradeoffs an operator can take for a particular use case.

5.5.1 Grouped Packet Vectors

We use the grouped packet vector format (GPV) described in section 3.4 as the record format for
our prototype implementation. A grouped packet vector contains an IP 5-tuple flow key and a
variable length vector of feature tuples from sequential packets in the respective flow.

In order to query GPV data in a relational database system in a flexible manner, the GPV
format must be normalized through two relations, one for the GPV header (flow data) and one for
the packet features. The columns for the two relations, including their storage size requirements in

TimescaleDB, are listed in Table 5.1 and in Table 5.2.
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Field Length [Byte] Description

gpv-id 8 unique identifier (foreign key)
ts_us 8 absolute timestamp in pus
queue_id 2 unique queue ID
tcp_flags 2 TCP Flags

egress_delta 4 ingress - egress timestamp
byte_count 2 total packet length
queue_depth 2 experienced queue length
ip_id 2 IP identification field
tcp-seq 4 TCP sequence number

Table 5.2: Packet Record Format

As opposed to proper flow record generation using TCP flags and timeouts, we generate GPVs
using a simple hash table-based cache data structure as we use this format mainly for reasons of
data compression. The cache is organized in a number of slots (cache height) with a fixed amount
of packet features that fit in each slot (cache width). The slot index is determined through a hash
function from the IP 5-tuple. Individual packets are then appended to the packet feature vector.
A GPV is evicted from the cache when either a hash collision happens or when the feature vector
is full. This data structure can be implemented in hardware and further optimized using secondary
caches for high-activity flows.

For this work, however, we use a simple single cache implementation in software. The cache
performance (in terms of eviction ratio) is directly dependent on the cache dimensions (number
of slots and slot width). Figure 5.3 and figure 5.3 depicts the effects on the eviction behavior for
different cache dimensions through experimentation using real-world WAN packet traces [43]. The
larger the cache is in either dimension, the higher the achieved compression ratio (GPV length)
is (see figure 5.3). On the other hand, a large cache requires more memory and also extends the
eviction latency, i.e., the time a record spends in the cache before being evicted (see figure 5.4).
This can be important when running applications on live data. As a result, the cache dimensions
must be carefully chosen for the application’s requirements.

For the remainder of this paper, we chose a cache height of 2!® = 262144 with a width of

32. With these parameters, the size of the cache in memory is 206 MB. In our simulations, the
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mean GPV length is 20.82 with a mean eviction latency of 0.85 seconds and a 99%ile latency of

2.60 seconds.

5.5.2 Storage and Record Retention

Storing data in a database generally requires more storage space than a custom, optimized binary
format. In this case, a GPV header in C++ only occupies 48 Bytes, whereas its representation in
TimescaleDB occupies 56 Bytes. A packet record requires 34 Bytes in Timescale, but only 24 Bytes
in our custom storage format. The difference mainly stems from use of different data types, as well
as added foreign key columns. Additionally, TimescaleDB maintains indices and other metadata
for tables. We measured the physical disk storage required to store 100 million records of each
type. Together with all metadata and indices, a GPV header occupies 122.7 Bytes and a packet
record 97.8 Bytes. In either case. this is a more than 2x increase over the binary format. The
storage requirements grow linearly with record count.

Looking at these numbers at scale, we can see that using our format and database layout, 1
billion packet records require approximately 1TB of disk storage. In addition, each packet record
belongs to a GPV header which occupies storage. The storage requirements of the GPV header in
respect to the total number of records depends on the maximum configured GPV length. At an
maximum GPYV length of 16, a billion packet records require approximately 76GB of GPV records.

At a maximum length of 64, the requirement goes down to roughly 19GB. The total database size
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is the sum of the sizes of the pkt and gpv relations. Figure 5.5 shows these results in detail.

In our experiments, we inserted up to around 1 billion records into TimescaleDB. While we
did not go beyond this, Timescale has been successfully used with database sizes beyond 500 billion
records [17]. Our dataset of a 10Gbit/s wide-area link had an average packet rate of 330K/s [43].
Given a storage budget of 500 billion rows, at this packet rate, TimescaleDB could store around 17
days of packet-level data.

In a practical deployment we imagine that an operator would not necessarily store every single
packet record forever. For example, a data retention policy could be defined in which every GPV
header is stored and packet records are only retained within a storage budget. Various different
policies are imaginable. We leave this discussion open for future research. Our relational model
is designed such that most queries would still succeed when a GPV header does not reference any
packet records anymore. The query would then return already aggregated instead of per-packet

data.

5.6 Conclusion

Network monitoring is increasingly important in the operation of today’s large and complex net-
works. With the introduction of modern programmable switches, there are more opportunities
than ever before to collect high fidelity measurements. As recent real time telemetry and analytics

systems have demonstrated, this can provide visibility into network conditions that enable powerful
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new monitoring applications. But often, visibility into current network conditions is not enough.
For debuggers, security systems, and many other applications, it is critical to also have visibility
into past network conditions.

In this chapter, we identify this need for retrospective network analytics and show how such
a system can be realized. We leverage recent trends in database technology, namely time-series
databases. While most time series databases are implemented as NoSQL, key-value stores with
custom query interfaces, we motivate why for this workload, a traditional relational database model
is better-suited. We study the feasibility of using a relational model based time-series database
(TimescaleDB) for network monitoring records.

We identify the main challenges of this approach and design strategies and optimizations to
tailor an existing database engine for retrospective network analytics. These strategies improve
system efficiency significantly and the resulting prototype serves as both a demonstration of fea-
sibility and an important first step towards a complete solution. With this prototype, we explore

features of retrospective queries and motivating use cases.



Chapter 6

Future Work and Conclusion

6.1 Future Work

We first lay out areas for future research of the three main components of Toccoa (sections 6.1.1,
6.1.2, and 6.1.3) before briefly elaborating on future work on the better integration of all three

components through a unified, integrated network monitoring orchestration plane (section 6.1.4).

6.1.1 *Flow

*Flow is a high-performance network telemetry system that uses a novel in-network cache data
structure to export grouped packet vectors (GPVs) at line rates of several Terabits per second on
modern programmable forwarding engines.

Protocol-dependent Feature Extraction

Currently, the *Flow pipeline treats every packet that enters the PFE in the same way and as
described in section 3.5. Since different traffic types have different characteristics and packet-level
features that are of interest to monitoring applications, we imagine supporting different feature
sets for different network protocols. For example, the field that is currently used for TCP sequence
numbers could be used for ICMP error codes in case the packet is an ICMP packet. This would
allow for more protocol-specific insight and allow for even finer-grained network monitoring.
Dynamic Feature Extraction

Additionally, we imagine the granularity at which records are generated to be runtime configurable.

P4 data planes can expose a runtime API (commonly implemented through a remote procedure
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call (RPC)) interface, such as gRPCI[8] or Thrift[2]. Using a dynamic initial processing stage in
*Flow and the corresponding runtime API it would be possible to temporarily export a subset of
traffic at a higher granularity, e.g, including the first n bytes of payload data.

While it is certainly not feasible to export all packets including their payload permanently
to the analytics platform, it might be useful to temporarily export packets coming from a specific
source as full mirrored packets, for example during an attack. On the other hand, packets that
are of low interest can always be aggregated as flow records without individual packet features.
Changing these policies during network operation without reloading the PFE can significantly

increase monitoring flexibility for the operator.

6.1.2 Jetstream

Using Jetstream, we showed that high coverage and high granularity network analytics is feasible in
software. Jetstream is highly optimized for packet analytics workloads as it scales to tens of millions
of packet records per second per core. It does that while still providing high programmability and
flexibility for the network operator.

Runtime Configurability

Similar to *Flow, Jetstream is also missing features for runtime configurability. While we do not
envision complete Jetstream applications to change at runtime, an API should be exposed that
allows to scale up or scale down the processing graph to react to changes in processing demand.
Additionally, it would be useful to change parameters for standard library processors (such as filter
or reduce) at runtime.

Programming Interface

Jetstream provides a C++ API that is designed to speed up application development. Writing
applications for Jetstream, still however requires some software engineering knowledge. As network
administrators are likely the primary user group of network analytics systems, a more user-friendly
query interface with richer abstractions would be beneficial. There is a rich body of work around

programming language abstractions for network programming [73, 119, 161, 112, 186]. In particular



107

NetQRE [186] demonstrates a practical interface for quantitative network queries. We believe

integrating such an interface into Jetstream can help adoption.

6.1.3 Persistent Interactive Queries

In our work on PIQ we identified the main challenges associated with record persistence for network
monitoring records, i.e., injecting data, storing data, and finally querying data. We conclude that
the relational database model together with time-series oriented functions and optimizations is
an ideal and highly scalable platform to realize a persistence and retrospective query system for
modern network monitoring solutions.

Performance Improvements

Even though we applied optimizations for better insert throughput of PostgreSQL, our prototype’s
performance is still not sufficient to store information about every single packet in a network at
high rates. We conducted initial experiments with several ways to further optimize the write
performance by parallelizing write operations and writing directly into PostgreSQL’s underlying
data structures. We will continue this line of work.

Application Integration

We also showed how SQL can be a powerful query and analytics tool based on its expressiveness,
versatility and ecosystem of tools. Still, we would like to explore the area of object relational
mappers (ORM) to build a more flexible and interactive command line query system. An ORM
would have the advantage that fetched records from the database can be further analyzed and
modified using the particular programming language. Most modern languages include functional
programming mechanisms and library tools for mapping and reducing data making exploratory

data analysis even simpler.

6.1.4 Orchestration

This thesis introduces Toccoa, a comprehensive network telemetry and analytics solution. Inter-

nally, Toccoa consists of several modules that expose various programmability and configuration
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interfaces. For example, the telemetry component is controlled through a Thrift runtime API, while
the analytics component exposes a GRPC API and is currently orchestrated through a collection
of scripts.

We believe that a unified orchestration system is a key requirement for real-world deployment
of Toccoa. Using an orchestration interface, operators should be able to configure at what levels
the traffic in their network should be aggregated across the telemetry, analytics, and persistence
planes. Furthermore, a unified configuration interface can be used (in a manner similar to the vision
of software-defined networking) to obtain a bird’s eye view of an entire network at the monitoring
level instead of separately looking into exported packet or flow streams at the individual devices or
Sensors.

A significant part of enabling a network-wide view, is the correlation of network records
across devices in order to trace back the exact history of a particular packet across an organi-
zations’s network. This feature can help pinpointing equipment failures to specific device queues
and misconfigurations to a single device. Additionally, for auditing and retrospective analysis of
attacks, a full packet history can indicate what areas of the infrastructure have been attacked or

in which area sensitive information may have been extracted.

6.2 Conclusion

Monitoring plays a large role in network operation and management. As networks grow in
size, traffic volume, and complexity, this will only become more important and challenging. In this
thesis, we propose a novel network monitoring architecture, called Toccoa. Toccoa’s design is based
on the insight, that telemetry and analytics need to be tightly and carefully integrated to build
cloud-scale network monitoring solutions.

While increasingly advanced telemetry planes can leverage line-rate programmable switch
hardware to provide finer-grained and more information rich data than ever before, we answer the
question how this vision can efficiently be implemented and deployed in practice. Prior teleme-

try plane systems have focused on leveraging PFEs to scale efficiently with respect to through-
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put, but have not addressed the equally important requirement of scaling to support multiple
concurrent applications with dynamic measurement needs. As a solution, we introduced *Flow,
a PFE-accelerated, analytics-aware telemetry system that supports dynamic measurement from
many concurrent applications without sacrificing efficiency or flexibility.

Up to this time, a crucial and almost entirely unaddressed challenge in network monitoring
is analytics plane performance. Current systems work around the issue by reducing the amount of
data, and information that the telemetry plane exports, e.g., by filtering or aggregating in switch
hardware. This reduces the flexibility of the overall monitoring system, as it only works for certain
applications and in networks with state-of-the-art programmable switches. To identify a practical
solution, we examined the differences between general stream processing workloads and network
analytics workloads and uncovered the root causes of bottlenecks in current systems. Based on our
discoveries, we introduce Jetstream, a flexible stream processor optimized for network analytics
workloads. Jetstream is a more practical and straightforward solution to mitigate analytics plane
bottlenecks. Through this, Jetstream makes it practical for monitoring applications to analyze
every packet in software. This enables advanced monitoring, increases flexibility, and simplifies the
network data plane.

Finally, we elaborate on and give directions for the third required and important component
for a comprehensive network monitoring and analytics solution, that is secondary and interactive
queries. While our proposed telemetry and analytics planes can scale up to and sustain data center
scale traffic rates, it would still be infeasible to implement intrusion detection or performance
monitoring systems in this framework that analyze and detect every possible anomaly. Therefore,
we introduce a third component that is optimized for interaction and effectiveness in making large
amounts of data comprehensible.

In summary, we demonstrate how Toccoa can pave the way for next-generation monitoring
applications. The capabilities of our systems go far beyond what is currently possible at data
center scales. We believe that our holistic approach is a significant step toward the future of

network monitoring and analytics.
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